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Additional Terms and Conditions For Compliance with Client's (City of Ocala's) Internal Cloud Policy: 

A. Security Incident Reporting

Cloud Service Provider must report security incidents involving a physical or logical data breach of City data to 
City personnel, and Cloud Service Provider must take appropriate risk-mitigation actions. 

B. Termination of Service

Cloud Service Provider shall return or destroy City's data upon written request by the City within a reasonable 
timeframe or no later than 60 days; provided, however, that Cloud Service Provider may retain one copy of the 
data in order to comply with applicable laws. City understands and agrees that it may not always be possible to 
completely remove or delete all personal data from Cloud Service Provider’s databases without some residual 
data because of backups and for other reasons..

C. Audits

Cloud Service Provider shall implement and maintain appropriate administrative, technical, and organizational 
security measures to safeguard against unauthorized access, disclosure, or theft of City data.  Such security 
measures shall be in accordance with standard industry practice and not less stringent than the measures the 
Cloud Service Provider applies to its own personal data of similar kind.  Cloud Service Provider shall audit its 
SaaS Services periodically and comply in good faith with any agreed upon request for disclosure by the City's 
internal or external auditors or by any other Florida official with proper authority.

D. Data Breaches

Cloud Service Provider must notify City of any and all data breaches of City data within 72 hours of discovery of 
same. 

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

Doc ID: 9abd959869e95c99ff4b0e7791cd6ba64901842d



CONTRACT #: CCO/17-001

• Client is exempt from all federal excise and state sales taxes (State of Florida Consumer's Certification
of Exemption Number: 85-8012621655C-9).  Client's Employer Identification Number is 59-60000392.

Additional Terms and Conditions Added For Compliance with Client's (City of Ocala's) Internal
Cloud Policy: 

A. Security Incident Reporting

Cloud Service Provider must report security incidents involving a physical or logical data breach of City 
data to City personnel, and Cloud Service Provider must take appropriate risk-mitigation actions.

B. Termination of Service

Cloud Service Provider shall return or destroy City's data upon written request by the City within a 
reasonable timeframe or no later than 60 days; provided, however, that Cloud Service Provider may 
retain one copy of the data in order to comply with applicable laws. City understands and agrees that it 
may not always be possible to completely remove or delete all personal data from Cloud Service 
Provider’s databases without some residual data because of backups and for other reasons.

C. Audits

Cloud Service Provider shall implement and maintain appropriate administrative, technical, and 
organizational security measures to safeguard against unauthorized access, disclosure, or theft of City 
data.  Such security measures shall be in accordance with standard industry practice and not less 
stringent than the measures the Cloud Service Provider applies to its own personal data of similar kind.  
Cloud Service Provider shall audit its SaaS Services periodically and comply in good faith with any 
agreed upon request for disclosure by the City's internal or external auditors or by any other Florida 
official with proper authority.

D. Data Breaches

Cloud Service Provider must notify City of any and all data breaches of City data within 72 hours of 
discovery of same. 
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Approved as to form and legality:

___________________________ 
Robert W. Batsel, Jr.

City Attorney
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Jessica Yang

Manager of Business and Contracts

07 / 07 / 2021

Sandra Wilson

City Manager

07 / 06 / 2021
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