
SUBSCRIBER SERVICE AGREEMENT 

This Subscriber Service Agreement (“Agreement”) is entered into by ONLINE Information Services, Inc., hereafter referred to as 

“ONLINE”, a North Carolina corporation, and City of Ocala hereafter referred to as “Subscriber”, a Florida corporation as of 

.  

ONLINE and Subscriber agree as follows: 
1. Services.  Through the ONLINE Utility Exchange, ONLINE will furnish Services to Subscriber involving the supply of business and

consumer information, consumer reports, credit worthiness scores, fraud detection, information pertaining to unpaid utility bills and other 

information that ONLINE may, from time to time, make available to Subscriber (“Services”).  Any mention of rights or obligations to 

ONLINE within this Agreement shall also apply to Experian, Trans Union, Equifax, Core Logic, LexisNexis, Background Data, and Rapid 

Courts (“Data Providers”). 

2. Charges to Subscriber.

A. Subscriber agrees to pay ONLINE for all charges for each Subscriber inquiry, including “no record found”, submitted to ONLINE

as outlined in SCHEDULE A “ONLINE Charges to Subscriber.” 

B. Bureau/Jurisdiction Surcharges and Fees.  Subscriber acknowledges that Data Providers may impose additional surcharges for

access to files that are affiliate owned or that reside in certain States or Counties. Additionally certain jurisdictions charge court fees 

for accessing public record information.  Examples of these charges include Equifax Affiliate owned files, California Privacy Act 

Surcharges, and Alaska and Colorado State surcharges, and County Court fees.  In the event that a file/report is accessed which 

has such a surcharge or fee ONLINE will pass that Surcharge/Fee along to the Subscriber. 

C. Subscriber acknowledges that ONLINE carries the burden of maintaining regulatory compliance for the provision of the services.

Subscriber agrees that ONLINE charges a nominal Regulatory Recovery fee per transaction as outlined in Schedule A. 

D. Subscriber acknowledges that the pricing in Schedule A is based upon volume representations made by Subscriber during the

negotiation of this Agreement.  In the event that Subscriber fails to meet these volume expectations, ONLINE reserves the right to 

adjust its charges to accurately reflect the volume used by Subscriber. 

E. Subscriber agrees that ONLINE aggregates data from third party sources and from time to time the cost to ONLINE to provide

the Services may increase. ONLINE reserves the right to adjust Subscriber’s pricing to reflect any such change with a 30 day notice 

to Subscriber prior to the change becoming effective. 
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F. Subscriber agrees that on each annual contract renewal the per inquiry price will increase by 2.5% of the then current price being 

paid by the Subscriber. This new per inquiry price will be reflected on the first invoice after the contract renewal with no additional 

notice to Subscriber. 

 

G. Subscriber will be solely responsible for all federal, state and local taxes levied or assessed in connection with ONLINE’s 

performance of the Services, other than income taxes assessed with respect to ONLINE’s taxable net income, for which income 

taxes ONLINE will be solely responsible. 

 

 

3. Invoicing/Billing.  

A. Subscriber agrees that the pricing in Schedule A is based on Subscriber setting up and paying their monthly invoice via an 

automated payment method, either credit card or ACH. 

  

B. All billing is processed monthly between the 1st and the 5th for the previous month’s Services. 

  

C. ONLINE will process the automated payment and deliver to Subscriber an invoice marked “Paid In Full”.  

 

D. All invoices will be delivered via electronic mail to the email addresses designated by Subscriber. 

  

E.  Subscriber agrees that, if their automated payment method is declined, ONLINE may charge a Non-Sufficient Funds fee, not to 

exceed $25.00. 

 

F. A service charge of 2% of the unpaid balance will be charged on all accounts not paid by the 1st day of the month following the 

invoice date. 

  

G. Services will be immediately terminated when account reaches 60 days past due. Services will not be reinstated until the full 

outstanding balance is paid in full and a valid automated payment method is setup with ONLINE. 

 

H.  If account remains unpaid for 90 days the account will be referred to collections and/or legal proceedings initiated. Subscriber 

agrees to pay ONLINE’s cost and expenses, including reasonable attorney fees, to recover any unpaid balance owed by 

Subscriber. 

 

4. Subscriber Use. 

A. Subscriber hereby certifies and warrants that it will request and use consumer information received from ONLINE solely in 

connection with credit transactions involving the consumer as to whom such information is sought, or for other “permissible purposes” 

as defined by the Fair Credit Reporting Act, 15 U.S.C. Section 1681 et seq. (together with any successor or replacement statutory 

provisions, “FCRA”) 

B. Subscriber certifies that Subscriber shall use the Services: 

i. Solely for Subscriber’s certified permissible uses; 

ii. Solely for Subscriber’s exclusive one-time use. 
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C. As many ONLINE Services contain information from the Social Security Administration’s Death Master File (“DMF”); Subscriber 

certifies pursuant to Section 203 of the Bipartisan Budget Act of 2013 and 15 C.F.R. § 1110.102 that, consistent with its applicable 

FCRA or Gramm Leach Bliley Act (GLB) use of ONLINE’s information, Subscriber’s use of deceased flags or other indicia within 

ONLINE’s information is restricted to legitimate fraud prevention or business purposes in compliance with applicable laws, rules 

regulations, or fiduciary duty, as such business purposes are interpreted under 15 C.F.R. § 1110.102(a)(1); and certifies that 

Subscriber will not take any adverse action against any consumer without further investigation to verify the information from the 

deceased flags or other indicia within ONLINE’s information. 

D. Subscriber acknowledges its obligations as outlined in Exhibit “F”, “Death Master File Access Requirements”. 

E. Subscriber maybe given access to information from state departments of motor vehicles. Subscriber hereby certifies and 

warrants that it will request and use the provided information only for an approved permissible purpose under the Drivers Privacy 

Protection Act, specifically fraud prevention and/or to affect collection of a debt. 

F. If Subscriber obtains Social Security Numbers or Driver’s License Numbers (SSNs) through the Services, Subscriber certifies it 

will not use the SSNs for any purpose other than, fraud prevention and/or to affect collection of a debt. 

 

 

 

G. All such information shall be maintained by Subscriber in strict confidence and disclosed only to employees whose duties 

reasonably relate to the legitimate business purposes for which the information is requested, and Subscriber will not disclose, sell or 

otherwise distribute to third parties any information received hereunder, except as otherwise required by law; provided, however, 

that if Subscriber has purchased a consumer report from ONLINE in connection with a consumer’s application for credit, and the 

consumer makes a timely request of Subscriber, Subscriber may share the contents of that report with the consumer as long as it 

does so without charge. 
H. Subscriber acknowledges that it has received and reviewed a copy of the “Credit Scoring Services.” (See Exhibit “A”.)   

I. Subscriber shall request consumer reports from ONLINE by electronic means.  Each request will contain sufficient identifying 

information concerning the consumer about who the consumer report is requested to enable ONLINE to deliver the consumer report.   
J. ONLINE reserves the right to modify the standard inquiry format to be used by Subscriber and Subscriber agrees to abide by such 

modifications. 
K. Subscriber hereby certifies that it will properly dispose of any customer information obtained from the use of the Services to 

include the destruction or erasure of electronic media, the burning, pulverizing, or shredding of papers containing the customer 

information so that the information cannot practicably be read or reconstructed. 
L. Subscriber may elect to receive Credit, Criminal, DMV and other consumer Information for the purpose of evaluating a potential 

or current employee’s background.  Information received by Subscriber may include data from Equifax, Experian, Trans Union, or 

other Data Providers.  If Subscriber elects to receive Employment Reports Subscriber acknowledges the following: 

i. Subscriber shall request consumer report for employment purposes pursuant to procedures prescribed by ONLINE from time 

to time only when it is considering the individual inquired upon for employment, promotion, reassignment, or retention as an 

employee, and for no other purpose. Subscriber shall comply with any federal and state laws which may restrict or ban the use 

of consumer reports for employment purposes. 

ii. A clear and conspicuous disclosure has been made in writing to the consumer at any time before the report is procured or 

caused to be procured, in a document that consists solely of the disclosure, that a consumer report (to include credit and criminal) 

may be obtained for employment purposes. 

iii. The consumer has authorized in writing the procurement of the Employment Report by the subscriber. 

iv. To include on their application for employment a signed authorization and release section giving permission for the Subscriber 

to pull an Employment Report to investigate the applicant. 
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v. To keep documentation on the applicant (Signed Employment Application, Copy of Employment Report) on file in their office 

for 5 years. 

vi. Subscriber agrees that Employment Reports will be the only consumer reporting products pulled to screen employment 

applicants. 

vii. Subscriber warrants it will use the consumer report for employment purposes only for a one time use, and shall hold the 

report in strict confidence, and not disclose it to any third parties that are not involved in the employment decision. 

viii. Subscriber acknowledges that before taking any adverse action based in whole or in part on the Employment Report (if an 

offer is not extended to applicant based on information contained within the Employment Report), a copy of the report which 

contains the applicant’s rights under the Fair Credit Reporting Act must be given to the applicant. 

ix. The information from ONLINE’s Employment Reports will not be used in violation of any applicable federal or state equal 

employment opportunity law or other regulation. Subscriber hereby acknowledges receipt of “Notice to Users of Consumer 

Reports: Obligations of Users Under FCRA”. (See Exhibit “B”.)      

 

M. California and Vermont Users 

i. Subscriber agrees to comply with all applicable provisions of the California Credit Reporting Agencies Act. Subscriber certifies 

that it                IS                   IS NOT a “Retail Seller”, as defined in Section 1802.3 of the California Civil Code, doing business 

in California and issues credit to consumers who appear in person that it will instruct its employees and agents to inspect a photo 

identification of the consumer at the time the application is submitted in person. This paragraph does not apply to an application 

for credit submitted by mail. 

ii. Subscriber agrees to comply with the California Investigative Consumer Reporting Agencies Act (ICRAA), as referenced in   

Exhibit "C", when obtaining consumer reports for either employment or tenant screening purposes. 

iii. Subscriber acknowledges that it has received and reviewed a copy of the “Requirements for California and Vermont Users.” 

(See Exhibit “C”) 

 

 

N. Subscriber further agrees that it will be solely responsible to ensure and require that each of its users meets and complies with 

applicable federal, state and local laws, rules, and regulations relating to its use of the Services and to the provision to ONLINE of 

Subscriber’s Records.   Relevant laws include but are not limited to: 

i. Establishing reasonable procedures to insure that its employees will not request Data Services relating to themselves, their 

families, friends, or request consumer information on other persons other than as permitted by the FCRA, ONLINE, and this 

Agreement. 

ii. Where adverse action is taken against a consumer that is based in whole or in part on the information contained in a consumer 

report provided by ONLINE, consistent with the responsibilities under the Fair Credit Reporting Act, Subscriber shall notify the 

Consumer to direct consumer inquiries to the CRA that provided the report and contained on the adverse action notice for such 

report. 
O. Record Retention. The Federal Equal Opportunities Act states that a creditor must preserve all written or recorded information 

connected with an application for 25 months. In keeping with the ECOA, the credit reporting agency requires that you retain the 

credit application and, if applicable, a purchase agreement for a period of not less than 60 months. When conducting an 

investigation, particularly following a breach or a consumer complaint that your company impermissibly accessed their credit 

report, the credit reporting agency will contact you and will request a copy of the original application signed by the consumer or, if 

applicable, a copy of the sales contract. “Under Section 621 (a) (2) (A) of the FCRA, any person that violates any of the provisions 

of the FCRA may be liable for a civil penalty of not more than $3,993.00 per violation.” 

 

5. ONLINE Use.   
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A. The ONLINE Utility Exchange acknowledges its qualification as a specialty consumer reporting agency according to the 

Fair Credit Reporting Act: § 603 Definitions; rules of construction, 15 U.S.C. § 1681a : “(f) The term “consumer reporting 

agency” means any person which, for monetary fees, dues, or on a cooperative nonprofit basis, regularly engages in whole 

or in part in the practice of assembling or evaluating consumer credit information or other information on consumers for 

the purpose of furnishing consumer reports to third parties, and which uses any means or facility of interstate commerce 

for the purpose of preparing or furnishing consumer reports.” 

B. As a consumer reporting agency, ONLINE may only use Subscriber’s records for purposes consistent with applicable federal, 

state, and local laws, rules, and regulations’ in the identification of credit risk and/or to recover unpaid accounts.  
C. ONLINE shall not sell or furnish to any third party a list of consumers' names and addresses identified as a current or previous 

customer of Subscriber, nor will ONLINE extract directly from or otherwise identify on any third party's list a list of Subscriber's 

customers identified as a customer list of Subscriber. In no event shall ONLINE distribute a list of Subscriber's current or previous 

customers outside of the uses defined in this Agreement. 
D. ONLINE shall use commercially reasonable efforts to promptly and accurately process and incorporate into its database any 

record updates or consumer dispute verifications furnished to it by Subscriber, in accordance with the requirements of the FCRA or 

other applicable state or federal law. In the event that ONLINE deems any record updates or verification response of Subscriber to 

be incomplete, internally inconsistent, or otherwise inaccurate, ONLINE, in its sole discretion, may revise the item of information to 

conform with information supplied by the consumer, reject the record update or verification response and delete the information from 

its database, or make any other revisions that it deems necessary or appropriate. 

 

6. FCRA Requirements 

A. Although the FCRA primarily regulates the operations of consumer reporting agencies, it also affects Subscriber as a user of 

information.  ONLINE has included a copy of the FCRA with Subscriber’s membership kit and it is posted at   

https://www.ftc.gov/system/files/documents/statutes/fair-credit-reporting-act/545a_fair-credit-reporting-act-0918.pdf. ONLINE 

suggests that Subscriber and Subscriber’s employees become familiar with the following sections in particular: 

 

 604. Permissible Purposes of Reports 

 607. Compliance Procedures 

 615. Requirement on users of consumer reports 

 616. Civil liability for willful noncompliance 

 617. Civil liability for negligent noncompliance 

619. Obtaining information under false pretenses 

620. Administrative Enforcement 

623. Responsibilities of Furnishers of Information to Consumer 

Reporting Agencies 

628. Disposal of Records 

 
B. Each of these sections is of direct consequence to users who obtain reports on consumers. See Exhibit “B” for “Notice to Users 

of Consumer Reports: Obligations of Users Under the FCRA”. 
C. As directed by law, consumer reports may be issued only if they are to be used for extending credit, review or collection of an 

account, employment purposes, underwriting insurance or in connection with some other legitimate business transaction such as in 

investment, partnership, etc.  It is imperative that Subscriber identifies each request for a report to be used for employment purposes 

when such report is ordered.  Additional state laws may also impact Subscriber’s usage of reports for employment purposes. 
D. ONLINE strongly endorses the letter and spirit of the Federal Fair Credit Reporting Act.  ONLINE believes that this law and similar 

state laws recognize and preserve the delicate balance between the rights of the consumer and the legitimate needs of commerce. 
E. In addition to the Federal Fair Credit Reporting Act, other federal and state laws addressing such topics as computer crime and 

unauthorized access to protected databases have also been enacted.  As a prospective user of consumer reports, ONLINE expects 

that Subscriber will comply with all relevant federal statutes and the statutes and regulations of the states in which Subscriber 

operates. The FCRA provides that any person who knowingly and willfully obtains information on a consumer from a consumer 
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reporting agency under false pretenses shall be fined under Title 18 of the United States Code, or imprisoned not more than two 

years, or both. 

 

7. Gramm Leach Bliley Act Requirements 

A. Subscriber hereby certifies and warrants that it will request and use the fraud prevention portion of the Service in compliance with 

a “permitted purpose” under the Gramm Leach Bliley Act,(GLB) specifically fraud prevention and detection. 
B. Subscriber further agrees to limit its use of this portion of the Service to fraud prevention and detection. 

C. Subscriber hereby certifies and warrants that it understands all obligations under the Gramm Leach Bliley Act, to include 15 

U.S.C. 6802 § 502 (e)(3)(B) and 16 C.F.R. § 314.4. 

 
8. Comprehensive Information Security Program 

Subscriber hereby certifies that Subscriber shall implement and maintain a comprehensive information security program written in one 

or more readily accessible parts and that contains administrative, technical, and physical safeguards that are appropriate to the 

Subscriber’s size and complexity, the nature and scope of its activities, and the sensitivity of the information provided to the Subscriber 

by ONLINE; and that such safeguards shall include the elements set forth in 16 C.F.R. § 314.4 and shall be reasonably designed to (i) 

insure the security and confidentiality of the information provided by ONLINE, (ii) protect against any anticipated threats or hazards to 

the security or integrity of such information, and (iii) protect against unauthorized access to or use of such information that could result 

in substantial harm or inconvenience to any consumer. 

 

9. Access Security. Subscriber acknowledges that it has received and reviewed a copy of the “ONLINE's Security Requirements.” (See 

Exhibit E.) 
A.  Subscriber will notify ONLINE immediately as any approved User leaves or is terminated so that the User can be 

deactivated from the ONLINE system. 

 

10. Conditions.  Subscriber recognizes that ONLINE’s Services require open sharing of information between Subscribers. 

A. Subscriber agrees to furnish to ONLINE, information from its records about its current and/or previous customers with whom it 

has established accounts. Such information will be furnished and updated no less frequently than at monthly intervals, unless 

otherwise agreed in writing. Subscriber hereby certifies that all information furnished to ONLINE shall be complete and accurate.  
Subscriber therefore has the option to, make a list of all current customers, including the service address, telephone number, place 

of employment and employment telephone number (hereafter referred to as Utility Exchange Data), as well as a list of all current or 

previous customers who have unpaid utility bills more than 30 days old (hereafter referred to as Utility Exchange Data).  Subscriber 

agrees that each account will be accompanied by the Social Security Number of the guarantor of the bill and, in the case of married 

parties or joint responsibility by more than one guarantor, the Social Security Number of each party who is responsible for payment 

of the bill. 

 

B. Subscriber agrees they are a Data Furnisher as defined by the Fair Credit Reporting Act and will comply with the “Obligations of 

Furnishers” as attached in Exhibit “D”. 
C. Subscriber agrees to notify ONLINE within 30 days of receipt of payment on any account which is part of ONLINE’s Utility 

Exchange Data. 
D. Subscriber shall respond to any consumer disputes initiated by consumer within five (5) working days from receipt of dispute.  

Subscriber shall re-verify disputed information through either voice communication, electronic mail, or through other means as 

mutually agreed in writing. Subscriber certifies that all information supplied by it on any automated or manual basis in response to a 

consumer dispute verification request sent to it by ONLINE shall be complete and accurate. If in response to a consumer dispute 

verification request received from ONLINE, Subscriber desires to change any information relating to an account it has previously 
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reported, Subscriber shall update the account information on both the verification response and in its own internal records to conform 

to such change. Subsequent customer record updates provided by Subscriber shall reflect such change. 
E. In the event that Subscriber fails to contribute Utility Exchange Data to the ONLINE Utility Exchange within 180 days of the

effective date of this Agreement, ONLINE shall consider the Subscriber to be a Non-Data Contributing Subscriber and shall 

impose a Non Data Contributor Surcharge of an additional $.25 per inquiry. 

11. Term and Termination.

A. This Agreement is for a period of 36 months from the effective date and will automatically renew annually unless terminated by

either party in writing at least 30 days prior to the then current expiration date. for consecutive three-year terms upon written 

agreement between the parties. 

B. Notwithstanding the foregoing, if Subscriber is delinquent in the payment of charges, violates the FCRA or other applicable law 

or violates a material term of this Agreement, ONLINE may, at its election, discontinue providing the Services to Subscriber and 

terminate this Agreement immediately by written notice to the Subscriber. 

C. Notwithstanding anything to the contrary in this Agreement, if the continued provision of the Services or any affected component 

thereof becomes impossible, impractical, or undesirable due to a change in applicable federal, state, or local laws or regulations, as 

determined by ONLINE in its reasonable judgment, or due to circumstances imposed by ONLINE’s third party vendors or Data 

Providers, ONLINE may either (a) cease to provide the Services or any affected component thereof within, or pertaining to persons 

residing within, the affected jurisdiction, or (b) establish new prices which apply to ONLINE’s Services or any affected component 

thereof when provided or delivered within, or pertaining to persons residing within, the affected jurisdiction, which prices will be 

reasonably calculated to cover the costs incurred by ONLINE in complying with the applicable laws or regulations or circumstances 

imposed by third party Data Providers and will become effective on the date specified in such notice unless Subscriber objects in 

writing, in which case ONLINE may exercise its rights under clause (a) above. ONLINE will attempt to provide written notice of its 

actions as far in advance of the effective date as reasonably possible under the circumstances. 

D. No Damages or Indemnification for Termination. Neither party shall be liable to the other party for any costs or damages of 

any kind, including direct, special, exemplary, punitive, indirect, incidental or consequential damages, or for indemnification, solely 

on account of the lawful termination of this Agreement, even if informed of the possibility of such damages. 

12. Warranties.

A. ONLINE Utility Exchange.  Subject to Section 21 “Excusable Delays” hereof, ONLINE warrants to Subscriber that ONLINE will

use commercially reasonable efforts to deliver the Services promptly.  Subscriber acknowledges that the Services involve information 

provided to ONLINE by fallible human sources and that for the fee charged for the Services, ONLINE cannot and will not be an 

insurer or guarantor of the accuracy or reliability of the Services, data contained in its database, or data provided with the Services. 

THE WARRANTY IN THE FIRST SENTENCE OF THIS PARAGRAPH IS THE ONLY WARRANTY ONLINE HAS GIVEN 

SUBSCRIBER WITH RESPECT TO THE SERVICES AND SUCH WARRANTY IS IN LIEU OF ALL OTHER WARRANTIES, 

EXPRESS OR IMPLIED, ONLINE MIGHT HAVE GIVEN SUBSCRIBER WITH RESPECT THERETO, INCLUDING, FOR EXAMPLE 

AND WITHOUT LIMITATION, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 

B. Credit Scoring.  ONLINE’s Credit Scoring Vendors warrant that these Credit Scoring Models are empirically derived and

demonstrably and statistically sound and that to the extent the population to which the Credit Scoring Model is applied is similar to 

the population sample on which the Credit Scoring Model was developed, the Credit Scoring Model score may be relied upon by 
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Subscriber to rank consumers in the order of the risk of unsatisfactory payment such consumers might present to Subscriber. 

ONLINE’s Credit Scoring Vendors further warrant that so long as they provide the Credit Scoring Model, they will comply with 

regulations promulgated from time to time pursuant to the Equal Credit Opportunity Act, 15 USC Section 1691 et seq.   

THE FOREGOING WARRANTIES ARE THE ONLY WARRANTIES ONLINE’S CREDIT SCORING VENDORS HAVE GIVEN 

SUBSCRIBER WITH RESPECT TO THEIR CREDIT SCORING MODEL AND SUCH WARRANTIES ARE IN LIEU OF ALL OTHER 

WARRANTIES, EXPRESS OR IMPLIED, ONLINE’S CREDIT SCORING VENDORS MIGHT HAVE GIVEN SUBSCRIBER WITH 

RESPECT THERETO, INCLUDING, FOR EXAMPLE, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR 

PURPOSE.  Subscriber’s rights under the foregoing Warranty are expressly conditioned upon Subscriber’s periodic revalidation of 

the Credit Scoring Model in compliance with the requirements of Regulation B as it may be amended from time to time (12 CFR 

Section 202 et seq.).  ONLINE shall not be deemed to have made (nor shall ONLINE be liable or responsible for in any respect for 

the application or enforcement of) any warranty set forth in this Section 9.B. 

C. Criminal Reports. With respect to criminal reports available from ONLINE, neither ONLINE nor any division thereof nor any of

its employees or officers or directors, makes any warranty, expressed or implied, including warranties of merchantability and fitness 

for a particular purpose or assumes any legal liability or responsibility for the accuracy, completeness, or usefulness of any 

information, product, or process disclosed, or represents that its use would not infringe on privately owned rights. Subscriber hereby 

acknowledges that ONLINE does not create or maintain these records or information, and that ONLINE relies on third party sources 

including, but not limited to, data providers, state departments, state repositories, correctional institutions, the courts and other 

information sources. Subscriber understands ONLINE is not responsible for the content or accuracy of such records or information 

and ONLINE suggests that these searches should only be used as a preliminary inquiry. The records obtained from these searches 

must be used in complete compliance with the Fair Credit Reporting Act, Fair Housing Laws, and any other state or federal laws 

governing the use of public records. Although every effort is made to assure the accuracy of the information contained in these 

reports the Subscriber releases, indemnifies and holds harmless ONLINE to the fullest extent allowed by law with respect to 

Subscriber’s receipt and/or use for any reason, of any information provided by ONLINE. Subscriber acknowledges that data entry 

errors or incomplete records may result in the return of incorrect results. ONLINE cannot offer legal advice on how to use the 

information contained in these reports and is not responsible for any action taken by Subscriber based on this information. 

13. Limitation of Liability.  Subscriber acknowledges that ONLINE maintains a database, updated on a periodic basis, from which

Subscriber solicits information, and that ONLINE does not undertake a separate investigation for each inquiry or request for Services 

made by Subscriber.  Subscriber also acknowledges that ONLINE provides Subscriber access to national consumer reporting agencies 

and various products and services available to Subscriber from these repositories through ONLINE. With regard to limitation of liability, 

any mention of ONLINE shall also apply to Experian, Trans Union, Equifax, LexisNexis, Core Logic, Rapid Courts, and Background Data 

(Data Providers). Subscriber also acknowledges that the prices ONLINE charges Subscriber for the Services are based upon ONLINE’s 

expectation that the risk of any loss or injury that may be incurred by use of the Services will be borne by Subscriber and not ONLINE. 

Subscriber therefore agrees that it is responsible for determining that the Services are in accordance with ONLINE’s obligations under 

this Agreement.  If Subscriber reasonably determines that the Services do not meet ONLINE’s obligations under this Agreement, 

Subscriber shall so notify ONLINE in writing within ten (10) days after receipt of the Services in question.  Subscriber’s failure to so notify 

ONLINE shall mean that Subscriber accepts the Services as is, and ONLINE shall have no liability whatsoever for the Services.  Unless 

ONLINE disputes Subscriber’s claim, ONLINE shall, at its option, either re-perform the Services in question or issue Subscriber a credit 

for the amount Subscriber paid for the nonconforming Services.  This re-performance or credit constitutes Subscriber’s sole remedy and 

ONLINE’s maximum liability for any breach of this Agreement by ONLINE.  If, notwithstanding the above, liability is imposed on ONLINE, 

then Subscriber agrees that ONLINE’s total liability for any or all of Subscriber’s losses or injuries from ONLINE’s acts or omissions 

under this Agreement, regardless of the nature of the legal or equitable right claimed to have been violated, shall not exceed the amount 

paid by Subscriber to ONLINE under this Agreement during the six month period preceding the alleged breach by ONLINE of this 
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Agreement.  Subscriber covenants that it will not sue ONLINE for any amount greater than permitted by this Agreement. 

NOTWITHSTANDING ANY OTHER PROVISION OF THIS AGREEMENT, UNDER NO CIRCUMSTANCES WILL ONLINE HAVE ANY 

OBLIGATION OR LIABILITY TO SUBSCRIBER HEREUNDER FOR ANY INCIDENTAL, INDIRECT, CONSEQUENTIAL OR SPECIAL 

DAMAGES INCURRED BY THE SUBSCRIBER (INCLUDING DAMAGES FOR LOST BUSINESS, LOST PROFITS OR DAMAGES TO 

BUSINESS REPUTATION), REGARDLESS OF HOW SUCH DAMAGES ARISE AND REGARDLESS OF WHETHER OR NOT THE 

SUBSCRIBER WAS ADVISED SUCH DAMAGES MIGHT ARISE. 

14. Hold Harmless.  Subscriber agrees that some of the information it will have access to maybe provided by third parties to include 

Equifax, Experian, Trans Union, LexisNexis, Core Logic, Rapid Courts, and Background Data (Data Providers). Without limitation of its 

obligations of indemnification to ONLINE under this Agreement or under applicable law, Subscriber shall indemnify save and hold 

ONLINE’s Suppliers, their officers, directors, employees, agents, contractors and subcontractors harmless for any and all injuries, 

damages, claims, costs and expenses arising out of Subscriber’s use of the Services. 

15. Indemnification.  Each Party hereby agrees to indemnify, defend and hold the other Party, its Affiliates, its licensees, its licensors, 

and its and their officers, directors, employees, consultants, contractors, and agents harmless from and against any and all damages or 

other amounts payable to a Third Party claimant, as well as any reasonable attorneys’ fees and costs of litigation (collectively, 

“Damages”) arising out of or resulting from any claim, suit, proceeding or cause of action (each, a “Claim”) brought by a Third Party 

against a Party based on: (a) breach of any representation or warranty by the Indemnifying Party contained in this Agreement, (b) 

breach of any applicable Law by such Indemnifying Party, or (c) gross negligence or willful misconduct by such Indemnifying Party, its 

Affiliates, or their respective employees, contractors or agents.  *The Subscriber's liability is limited, however, to the limits set forth in

Florida Statute 768.28 in force at the time the contract was entered into by the parties. Nothing in this agreement is intented to waive

the sovereign immunity protections provided to Subscriber pursuant to Florida law.

16. Intellectual Property.  Subscriber acknowledges that ONLINE has expended substantial time, effort and funds to create and 

deliver the Services and compile its consumer reporting database.  The Services and the data in ONLINE’s Consumer Reporting 

databases are and will continue to be ONLINE’s exclusive property.  Nothing contained in this Agreement shall be deemed to convey to 

Subscriber or to any other party any right, title or interest, including any patent, copyright or other proprietary right, in or to the Services 

or data in ONLINE’s Consumer Reporting database.  Subscriber will not use or permit its employees, agents and subcontractors 

to use, the trademarks, service marks, logos, names, or any other of ONLINE’s or its affiliates’ proprietary designations, whether 

registered or unregistered, without ONLINE’s prior written consent. Under no circumstances will Subscriber attempt in any 

manner, directly or indirectly, to discover or reverse engineer any confidential and proprietary criteria developed or used by ONLINE, 

it’s Data Providers, or its credit scoring vendors. 

17. Non-Solicit Clause.  During the term of this Agreement and for a period of 1 year subsequent to the termination of this Agreement, 

neither party shall: (i) solicit, or encourage any organization directly or indirectly controlled by its management, Board, or shareholders, 

to solicit, any employee of the opposing party or any of its subsidiaries to leave the employ of the opposing party or any of its 

subsidiaries, (ii) solicit for employment, hire or engage as an independent contractor, or permit any organization directly or indirectly 

controlled by its management, Board, or shareholders, to solicit for employment, hire or engage as an independent contractor, any 

person who was employed by the opposing party or any of its subsidiaries at any time during the term of the Employee's employment 

with the other party or any of its subsidiaries; provided, that this clause shall not apply to any individual whose employment with the 

opposing party or any of its subsidiaries has been terminated for a period of one year or longer. 

18. Waiver.  Either party may at any time waive compliance by the other with any covenant or condition contained in this Agreement, 

but only by written instrument signed by the party waiving such compliance.  No such waiver, however, shall be deemed to constitute 

the waiver of any such covenant or condition in any other circumstance or the waiver of any other covenant or condition. 
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19. Successors and Assigns.  This Agreement will be binding upon and will inure to the benefit of the parties hereto and their respective

heirs, representatives, successors and permitted assignees.  This Agreement may not be assigned, transferred, shared or divided in 

whole or in part by Subscriber without prior written consent; such consent shall not be unreasonably withheld. 

20. Audit Rights.  Subscriber understands that ONLINE and each of ONLINE’s Data Providers require the right to audit usage by

Subscriber for compliance with the requirements of the Federal Fair Credit Reporting Act.  Subscriber herein agrees to cooperate fully 

with any compliance audit by ONLINE or ONLINE’s Data Providers and to provide ONLINE any required documentation or other 

information necessary for such an audit in a timely and reasonable manner. 

21. Excusable Delays.  Neither party shall be liable for any delay or failure in its performance under this Agreement (other than for

payment obligations hereunder) if and to the extent that such delay or failure is caused by events beyond the reasonable control of the 

party including, without limitation, acts of God or public enemies, labor disputes, equipment malfunctions, computer downtime, software 

defects, material or component shortages, supplier failures, embargoes, rationing, acts of local, state or national governments or public 

agencies, utility or communication failures or delays, fire, earthquakes, flood, epidemics, riots and strikes. 

22. Dispute Resolution.  With the exception of any action taken under paragraphs 1 and 4 or any alleged violation of paragraph 12, 13

and 18 of this Agreement, the parties will resolve any dispute arising out of or relating to this Agreement in a binding arbitration conducted 

under the auspices of the American Arbitration Association. Disputes arising out of or resulting from actions taken under paragraphs 1, 

4 or 12, 13 and 19 may be resolved informally by the parties through the courts. 

23. Site Inspection.  Subscriber agrees to an inspection of its premises by an independent Third Party Inspection Agency.  The

inspection is to be completed, in a timely manner, before any Services will be set up with our company.  Subscriber’s Application Fee 

will be applied to cover the cost of the Inspection Fee. Subscriber also agrees that this fee is non-refundable. 

24. Continuance of Business. In the event that Subscriber’s business is sold or relocates to a different location, it is the Subscriber’s

obligation to notify ONLINE, in writing, of these changes, within 72 business hours of the effective date of the transaction or the relocation. 

25. Notifications. Subscriber and ONLINE agree that any notifications to the other as it pertains to this Agreement shall be sent to the

following contacts. 

City of Ocala 

Attn: Veronica Martinez

201 SE 3rd St Ocala, Florida 34471 

ONLINE Information Services, Inc. 

J.W. Blair, President 

P.O. Box 1489 

Winterville, NC 28590 

26. Severability.  This Agreement shall be deemed to be severable and, if any provision is determined to be void or unenforceable, then

that provision will be deemed severed and the remainder of the Agreement will remain in effect. 

27. Contract in Entirety; Law.  This Agreement sets forth the entire understanding and agreement between ONLINE and Subscriber

concerning the Services, and supersedes any prior or contemporaneous oral or written agreements or representations.  It may be 
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modified only by a written amendment executed by both parties.  This Agreement shall be interpreted in accordance with the laws of 

the State of North Carolina Florida. 

28. Effective Date.  This Agreement is effective beginning February 27, 2020. on the date of full execution.

29. Public Records. PUBLIC RECORDS. ONLINE shall comply with all applicable provisions of the Florida Public Records Act,

Chapter 119, Florida Statutes. Specifically, ONLINE shall:

A. Keep and maintain public records required by the public agency to perform the service.

B. Upon request from the public agency’s custodian of public records, provide the public agency with a copy of the requested

records or allow the records to be inspected or copied within a reasonable time at a cost that does not exceed the cost provided in

Chapter 119, Florida Statutes, or as otherwise provided by law.

C. Ensure that public records that are exempt or confidential and exempt from public records disclosure requirements are not

disclosed except as authorized by law for the duration of the contract term and following completion of the contract if ONLINE does not

transfer the records to the public agency.

D. Upon completion of the contract, transfer, at no cost, to the public agency all public records in possession of ONLINE or keep

and maintain public records required by the public agency to perform the service. If ONLINE transfers all public records to the public

agency upon completion of the contract, ONLINE shall destroy any duplicate public records that are exempt or confidential and exempt

from public records disclosure requirements. If ONLINE keeps and maintains public records upon completion of the contract, ONLINE

shall meet all applicable requirements for retaining public records. All records stored electronically must be provided to the public

agency, upon request from the public agency’s custodian of public records, in a format that is compatible with the information

technology systems of the public agency.

IF ONLINE HAS QUESTIONS REGARDING THE APPLICATION OF CHAPTER 119, FLORIDA STATUTES, TO ONLINE'S DUTY 
TO
PROVIDE PUBLIC RECORDS RELATING TO THIS CONTRACT, CONTACT THE CUSTODIAN OF PUBLIC RECORDS AT: CITY
OF OCALA, OFFICE OF THE CITY CLERK; 352-629-8266; E-mail: clerk@ocalafl.gov; City Hall, 110 SE Watula Avenue, Ocala, 
FL
34471.

Signature Page to Follow 

. 
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Subscriber also certifies that information obtained from ONLINE will be used for the purpose(s) listed below and no other. Subscriber 

will not resell the report to any third party. 

PERMISSIBLE PURPOSE/APPROPRIATE USE:  Describe the specific purpose(s) (a clear definition) for which ONLINE 

Services and consumer data will be used.  (An answer like “Checking Credit” is not a permissible purpose.): 

City of Ocala ONLINE Information Services, Inc. 

dba/ ONLINE Utility Exchange 

__________________________________ 

Signature 

__________________________________ 

 Date 

Federal Tax ID: 

Address: 201 SE 3rd St 

 Ocala, Florida 34471 

________________________________ 

Signature 

_________________________________ 

Date 

Address: PO Box 1489 

 Winterville, NC  28590 

 www.ONLINEUtilityExchange.com 

(866) 630-6400

IN WITNESS WHEREOF, the parties’ authorized representatives have executed this Agreement on the date indicated below. 

Subscriber hereby certifies to have read and understand the “FCRA Requirements” notice and “Access Security Requirements” and 
will take all reasonable measures to enforce them within Subscribers facility. Subscriber certifies that a permissible purpose exists to use 
all Services accessed from ONLINE in accordance with the Fair Credit Reporting Act and the applicable service agreement.
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SCHEDULE A 

ONLINE Charges to Subscriber 

 

ONLINE Utility Exchange Products Price 

Monthly Access Fee 

 

$100.00 

ONLINE Utility Exchange Report 

ONLINE Utility Exchange Report (Includes Identity Verification, Deposit Decision, 

and Utility Exchange Hits) 

 

$2.90 

 

 

Business Report Products Price 

Business Intelliscore Report 

 

$21.17 

Business Profile w/ Intelliscore Report 

 

$45.46 

Business Profile Report 

 

$40.13 

Business Premier Profile Report (FSR/IS) 

Premier Business Report includes Financial Stability Risk and Intelliscore Plus 

 

$55.00 

Ancillary Reports 

ONLINE People Search 

 

$0.27 

Social Search 

 

$1.48 

 

 
OFFICE USE:      Cr Source:              CF                Ev Source:              CR          EV        
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Exhibit “A” 

Credit Scoring Services 

 

Subscriber is a credit grantor that purchases Consumer Reports from ONLINE pursuant to the Agreement in connection with credit 

transactions involving the consumer subjects of such Consumer Reports.  As an enhancement to the basic Consumer Report, ONLINE 

has offered Subscriber the opportunity to purchase one or more credit risk scores provided by Trans Union, Equifax, or Experian; 

including, but not limited to, Fair Isaac & Co. (FICO) and Vantage score models. Use of these scoring models may require additional 

addendums and be subject to additional terms of use. 

 

Subscriber recognizes that all credit risk scores offered hereunder are statistical scores and may not be predictive as to any particular 

individual.  No such score is intended to characterize any individual as to credit capability.  Subscriber recognizes that factors other than 

credit risk scores should be considered in making a credit decision, including the Credit Report, the individual credit application, economic 

factors, and various other pertinent information. A statement of the factors that significantly contributed to the credit risk score may 

accompany the score.  If so, such information may be disclosed to the consumer as the reason for taking adverse action, as required by 

Regulation B.  However, the credit risk score itself is proprietary and may not be used as the reason for adverse action under Regulation 

B.  In addition, under the Fair Credit Reporting Act, credit risk scores are not considered part of the consumer’s file.  Accordingly, 

Subscriber agrees only to disclose the actual credit risk score to the consumer as required by law and when accompanied by the 

corresponding reason codes. 

 

SUBSCRIBER HAS MADE ITS OWN ANALYSIS OF THE CREDIT RISK SCORE OR SCORES SELECTED BY SUBSCRIBER, 

INCLUDING THE RELIABILITY OF USING SUCH SCORES IN CONNECTION WITH SUBSCRIBER’S CREDIT DECISION.  ONLINE 

AND ITS AGENTS SHALL NOT BE LIABLE FOR ANY LOSS, COSTS, DAMAGES, OR EXPENSE INCURRED BY SUBSCRIBER 

RESULTING FROM SUBSCRIBER’S USE OF CREDIT RISK SCORES, OR THE INACCURACY THEREOF.  IN NO EVENT SHALL 

ONLINE NOR ITS AGENTS BE LIABLE TO SUBSCRIBER FOR ANY INCIDENTAL, INDIRECT, PUNITIVE, OR CONSEQUENTIAL 

DAMAGES FOR A CLAIM BY SUBSCRIBER RESULTING FROM SUBSCRIBER’S USE OF ANY CREDIT RISK SCORE.  THE TOTAL 

AGGREGATE LIABILITY OF ONLINE AND ITS AGENTS FOR A CLAIM BY SUBSCRIBER RELATED TO SUBSCRIBER’S USE OF 

ANY CREDIT RISK SCORE SHALL NOT EXCEED THE SURCHARGE PAID BY SUBSCRIBER FOR THE CREDIT RISK SCORE TO 

WHICH SUCH CLAIM RELATES. 

 
Subscriber certifies that in using the FICO/VANTAGE Credit Scoring Models that: 

 

A.    Subscriber will only use the permissible purpose as outlined within ONLINE’s Subscriber Service Agreement (hereinafter referred 

to as “Agreement”) and the Application for Service in accordance with the FCRA to obtain the information derived from the Fair Isaac 

and Company Scoring Model (hereinafter referred to as “FICO”) or the Vantage Scoring Model.  

B.    Subscriber will limit Subscriber’s use of the scores and reason codes solely to use in Subscriber’s own business with no right to 

transfer or otherwise sell, license, sublicense or distribute said scores or reason codes to third parties. 

C.    Subscriber will maintain internal procedures to minimize the risk of unauthorized disclosure and agree that such scores and 

reason codes will be held in strict confidence and disclosed only to those employees with a “need to know” and to no other person.  

D.     Notwithstanding any contrary provision of the Agreement, Subscriber may disclose the scores provided to Subscriber under the 

Agreement to the consumer, when accompanied by the corresponding reason codes, in the context of bona fide lending transactions 

and decisions only as required by law. 

E.     Subscriber will comply with all applicable laws and regulations in using the scores and reason codes purchased from ONLINE. 
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F.    Subscriber or any of its employees, agents or subcontractors will not use any trademarks, service marks, logos, names, or any 

other proprietary designations, whether registered or unregistered, of the Data Providers or Fair, Isaac and Company, or their affiliates 

without such entity’s prior written consent.  

G.    Subscriber will not in any manner, directly or indirectly attempt to discover or reverse engineer any confidential and proprietary 

criteria developed or used by the Data Providers/Fair, Isaac in performing the FICO/Vantage Scoring Model. 

H.     Subscriber will not use any of the scores provided for their own model development or model calibration. 

 
 I.     Subscriber understands that Data Providers/FICO warrants that the FICO/Vantage Scoring Model are empirically derived and 

demonstrably and statistically sound and that to the extent the populations to which the FICO/Vantage Scoring Models are applied is 

similar to the population sample on which the FICO/Vantage Scoring Models were developed, the FICO/Vantage score may be relied 

upon by Subscriber to rank consumers in the order of the risk of unsatisfactory payment such consumers might present to 

Subscribers. FICO/Vantage further warrant that so long as FICO/Vantage provide the FICO/Vantage Model it will comply with 

regulations promulgated from time to time pursuant to the Equal Credit Opportunity Act, 15 USC Section 1691 et seq. THE 

FOREGOING WARRANTIES ARE THE ONLY WARRANTIES DATA PROVIDERS, FICO, OR VANTAGE HAVE GIVEN 

SUBSCRIBER WITH RESPECT TO FICO/VANTAGE SCORING MODELS AND SUCH WARRANTIES ARE IN LIEU OF ALL OTHER 

WARRANTIES, EXPRESS OR IMPLIED, DATA PROVIDERS, FICO, OR VANTAGE MIGHT HAVE GIVEN SUBSCRIBER WITH 

RESPECT THERETO, INCLUDING, FOR EXAMPLE, WARRANTIES OF MERCHANTIBILITY AND FITNESS FOR A PARTICULAR 

PURPOSE. Subscriber’s rights under the foregoing Warranty are expressly conditioned upon each respective Subscriber’s periodic 

revalidation of the FICO/Vantage Scoring Model in compliance with the requirement of Regulation B as it may be amended from time 

to time (12 CFR Section 202 et seq.). 

J.    Subscriber agrees that the aggregate liability of the Data Providers/FICO to the Subscriber is equal to the lesser of the Fees paid 

by ONLINE to the Data Providers/FICO for the FICO/Vantage Scoring Models resold to the pertinent Subscriber during the six (6) 

month period immediately preceding the Subscriber’s claim, or the fees paid by the pertinent Subscriber to ONLINE under the 

Agreement during said six (6) month period and excluding any liability of the Data Providers/FICO for incidental, indirect, special or 

consequential damages of any kind.
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Exhibit “B” 

 

All users of consumer reports must comply with all applicable regulations. Information about 

applicable regulations currently in effect can be found at the Consumer Financial Protection Bureau’s 

website, www.consumerfinance.gov/learnmore. 

 

NOTICE TO USERS OF CONSUMER REPORTS: 

OBLIGATIONS OF USERS UNDER THE FCRA 

 

The Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681-1681y, requires that this notice be provided to inform users of consumer 

reports of their legal obligations. State law may impose additional requirements. The text of the FCRA is set forth in full at the 

Consumer Financial Protection Bureau’s (CFPB) website at www.consumerfinance.gov/learnmore.  

 

At the end of this document is a list of United States Code citations for the FCRA. Other information about user duties is also available 

at the CFPB’s website. Users must consult the relevant provisions of the FCRA for details about their obligations under the 

FCRA. The first section of this summary sets forth the responsibilities imposed by the FCRA on all users of consumer reports. The 

subsequent sections discuss the duties of users of reports that contain specific types of information, or that are used for certain 

purposes, and the legal consequences of violations. If you are a furnisher of information to a consumer reporting agency (CRA), you 

have additional obligations and will receive a separate notice from the CRA describing your duties as a furnisher. 

 

I. OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS 

 

A. Users Must Have a Permissible Purpose 

Congress has limited the use of consumer reports to protect consumers’ privacy. All users must have a permissible purpose under the 

FCRA to obtain a consumer report. Section 604 contains a list of the permissible purposes under the law. These are: 

 

● As ordered by a court or a federal grand jury subpoena. Section 604(a)(1) 

● As instructed by the consumer in writing. Section 604(a)(2) 

● For the extension of credit as a result of an application from a consumer, or the review or collection of a consumer’s account. 

Section 604(a)(3)(A) 

● For employment purposes, including hiring and promotion decisions, where the consumer has given written permission. 

Sections 604(a)(3)(B) and 604(b) 

● For the underwriting of insurance as a result of an application from a consumer. Section 604(a)(3)(C) 

● When there is a legitimate business need, in connection with a business transaction that is initiated by the consumer. Section 

604(a)(3)(F)(i) 

● To review a consumer’s account to determine whether the consumer continues to meet the terms of the account. Section 

604(a)(3)(F)(ii) 

● To determine a consumer’s eligibility for a license or other benefit granted by a governmental instrumentality required by law 

to consider an applicant’s financial responsibility or status. Section 604(a)(3)(D) 

● For use by a potential investor or servicer, or current insurer, in a valuation or assessment of the credit or prepayment risks 

associated with an existing credit obligation. Section 604(a)(3)(E) 
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● For use by state and local officials in connection with the determination of child support payments, or modifications and 

enforcement thereof. Sections 604(a)(4) and 604(a)(5) 

 

 
In addition, creditors and insurers may obtain certain consumer report information for the purpose of making “prescreened” unsolicited 

offers of credit or insurance. Section 604(c). The particular obligations of users of “prescreened” information are described in Section 

VII below. 

 

B. Users Must Provide Certifications 

Section 604(f) prohibits any person from obtaining a consumer report from a consumer reporting agency (CRA) unless the person has 

certified to the CRA the permissible purpose(s) for which the report is being obtained and certifies that the report will not be used for 

any other purpose. 

 

C. Users Must Notify Consumers When Adverse Actions Are Taken 

The term “adverse action” is defined very broadly by Section 603. “Adverse actions” include all business, credit, and employment 

actions affecting consumers that can be considered to have a negative impact as defined by Section 603(k) of the FCRA – such as 

denying or canceling credit or insurance, or denying employment or promotion. No adverse action occurs in a credit transaction where 

the creditor makes a counteroffer that is accepted by the consumer. 

 

1. Adverse Actions Based on Information Obtained From a CRA 

If a user takes any type of adverse action as defined by the FCRA that is based at least in part on information contained in a consumer 

report, Section 615(a) requires the user to notify the consumer. The notification may be done in writing, orally, or by electronic means. 

It must include the following: 

 

● The name, address, and telephone number of the CRA (including a toll-free telephone number, if it is a nationwide CRA) that 

provided the report. 

● A statement that the CRA did not make the adverse decision and is not able to explain why the decision was made. 

● A statement setting forth the consumer’s right to obtain a free disclosure of the consumer’s file from the CRA if the consumer 

makes a request within 60 days. 

● A statement setting forth the consumer’s right to dispute directly with the CRA the accuracy or completeness of any 

information provided by the CRA. 

 

 
2. Adverse Actions Based on Information Obtained From Third Parties Who Are Not Consumer 

Reporting Agencies 

If a person denies (or increases the charge for) credit for personal, family, or household purposes based either wholly or partly upon 

information from a person other than a CRA, and the information is the type of consumer information covered by the FCRA, Section 

615(b) (1) requires that the user clearly and accurately disclose to the consumer his or her right to be told the nature of the information 

that was relied upon if the consumer makes a written request within 60 days of notification. The user must provide the disclosure 

within a reasonable period of time following the consumer’s written request. 

 

3. Adverse Actions Based on Information Obtained From Affiliates 
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If a person takes an adverse action involving insurance, employment, or a credit transaction initiated by the consumer, based on 

information of the type covered by the FCRA, and this information was obtained from an entity affiliated with the user of the information 

by common ownership or control, Section 615(b) (2) requires the user to notify the consumer of the adverse action. The notice must 

inform the consumer that he or she may obtain a disclosure of the nature of the information relied upon by making a written request 

within 60 days of receiving the adverse action notice. If the consumer makes such a request, the user must disclose the nature of the 

information not later than 30 days after receiving the request. If consumer report information is shared among affiliates and then used 

for an adverse action, the user must make an adverse action disclosure as set forth in I.C.1 above. 

 

D. Users Have Obligations When Fraud and Active Duty Military Alerts are in Files 

When a consumer has placed a fraud alert, including one relating to identify theft, or an active duty military alert with a nationwide 

consumer reporting agency as defined in Section 603(p) and resellers, Section 605A (h) imposes limitations on users of reports 

obtained from the consumer reporting agency in certain circumstances, including the establishment of a new credit plan and the 

issuance of additional credit cards. For initial fraud alerts and active duty alerts, the user must have reasonable policies and 

procedures in place to form a belief that the user knows the identity of the applicant or contact the consumer at a telephone number 

specified by the consumer; in the case of extended fraud alerts, the user must contact the consumer in accordance with the contact 

information provided in the consumer’s alert. 

 

 
E. Users Have Obligations When Notified of an Address Discrepancy 

Section 605(h) requires nationwide CRAs, as defined in Section 603(p), to notify users that request reports when the address for a 

consumer provided by the user in requesting the report is substantially different from the addresses in the consumer’s file. When this 

occurs, users must comply with regulations specifying the procedures to be followed. 

Federal regulations are available at www.consumerfinance.gov/learnmore. 

 

F. Users Have Obligations When Disposing of Records 

Section 628 requires that all users of consumer report information have in place procedures to properly dispose of records containing 

this information. Federal regulations are available at www.consumerfinance.gov/learnmore. 

 

II. CREDITORS MUST MAKE ADDITIONAL DISCLOSURES 

If a person uses a consumer report in connection with an application for, or a grant, extension, or provision of, credit to a consumer on 

material terms that are materially less favorable than the most favorable terms available to a substantial proportion of consumers from 

or through that person, based in whole or in part on a consumer report, the person must provide a risk-based pricing notice to the 

consumer in accordance with regulations prescribed by the CFPB. Section 609(g) requires a disclosure by all persons that make or 

arrange loans secured by residential real property (one to four units) and that use credit scores. These persons must provide credit 

scores and other information about credit scores to applicants, including the disclosure set forth in Section 609(g) (1) (D) (“Notice to 

the Home Loan Applicant”). 

 

III. OBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR EMPLOYMENT 

PURPOSES 

 

A. Employment Other Than in the Trucking Industry 

If the information from a CRA is used for employment purposes, the user has specific duties, which are set forth in Section 604(b) of 

the FCRA. The user must: 
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● Make a clear and conspicuous written disclosure to the consumer before the report is obtained, in a document that consists 

solely of the disclosure, that a consumer report may be obtained. 

● Obtain from the consumer prior written authorization. Authorization to access reports during the term of employment may be 

obtained at the time of employment. 

● Certify to the CRA that the above steps have been followed, that the information being obtained will not be used in violation of 

any federal or state equal opportunity law or regulation, and that, if any adverse action is to be taken based on the consumer 

report, a copy of the report and a summary of the consumer’s rights will be provided to the consumer. 

● Before taking an adverse action, the user must provide a copy of the report to the consumer as well as the summary of 

consumer’s rights (The user should receive this summary from the CRA.) A Section 615(a) adverse action notice should be 

sent after the adverse action is taken. 

 

 
An adverse action notice also is required in employment situations if credit information (other than transactions and experience data) 

obtained from an affiliate is used to deny employment. Section 615(b) (2). The procedures for investigative consumer reports and 

employee misconduct investigations are set forth below. 

 

B. Employment in the Trucking Industry 

Special rules apply for truck drivers where the only interaction between the consumer and the potential employer is by mail, telephone, 

or computer. In this case, the consumer may provide consent orally or electronically, and an adverse action may be made orally, in 

writing, or electronically. The consumer may obtain a copy of any report relied upon by the trucking company by contacting the 

company. 

 

IV. OBLIGATIONS WHEN INVESTIGATIVE CONSUMER REPORTS ARE USED 

Investigative consumer reports are a special type of consumer report in which information about a consumer’s character, general 

reputation, personal characteristics, and mode of living is obtained through personal interviews by an entity or person that is a 

consumer reporting agency. Consumers who are the subjects of such reports are given special rights under the FCRA. If a user 

intends to obtain an investigative consumer report, Section 606 requires the following: 

 

● The user must disclose to the consumer that an investigative consumer report may be obtained. This must be done in a 

written disclosure that is mailed, or otherwise delivered, to the consumer at some time before or not later than three days 

after the date on which the report was first requested. The disclosure must include a statement informing the consumer of his 

or her right to request additional disclosures of the nature and scope of the investigation as described below, and the 

summary of consumer rights required by Section 609 of the FCRA. (The summary of consumer rights will be provided by the 

CRA that conducts the investigation.) 

● The user must certify to the CRA that the disclosures set forth above have been made and that the user will make the 

disclosure described below. 

● Upon the written request of a consumer made within a reasonable period of time after the disclosures required above, the 

user must make a complete disclosure of the nature and scope of the investigation. 

● This must be made in a written statement that is mailed or otherwise delivered, to the consumer no later than five days after 

the date on which the request was received from the consumer or the report was first requested, whichever is later in time. 
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V. SPECIAL PROCEDURES FOR EMPLOYEE INVESTIGATIONS 

Section 603(x) provides special procedures for investigations of suspected misconduct by an employee or for compliance with 

Federal, state or local laws and regulations or the rules of a self-regulatory organization, and compliance with written policies of the 

employer. These investigations are not treated as consumer reports so long as the employer or its agent complies with the procedures 

set forth in Section 603(x), and a summary describing the nature and scope of the inquiry is made to the employee if an adverse action 

is taken based on the investigation. 

 

VI. OBLIGATIONS OF USERS OF MEDICAL INFORMATION 

Section 604(g) limits the use of medical information obtained from consumer reporting agencies (other than payment information that 

appears in a coded form that does not identify the medical provider). If the information is to be used for an insurance transaction, the 

consumer must give consent to the user of the report or the information must be coded. If the report is to be used for employment 

purposes – or in connection with a credit transaction (except as provided in regulations) the consumer must provide specific written 

consent and the medical information must be relevant. Any user who receives medical information shall not disclose the information to 

any other person (except where necessary to carry out the purpose for which the information was disclosed, or a permitted by statute, 

regulation, or order). 

 

VII. OBLIGATIONS OF USERS OF “PRESCREENED” LISTS 

The FCRA permits creditors and insurers to obtain limited consumer report information for use in connection with unsolicited offers of 

credit or insurance under certain circumstances. Sections 603(1), 604(c), 604(e), and 615(d). 

This practice is known as “prescreening” and typically involves obtaining from a CRA a list of consumers who meet certain pre-

established criteria. If any person intends to use prescreened lists, that person must (1) before the offer is made, establish the criteria 

that will be relied upon to make the offer and to grant credit or insurance, and (2) maintain such criteria on file for a three-year period 

beginning on the date on which the offer is made to each consumer. In addition, any user must provide with each written solicitation a 

clear and conspicuous statement that: 

 

● Information contained in a consumer’s CRA file was used in connection with the transaction. 

● The consumer received the offer because he or she satisfied the criteria for credit worthiness or insurability used to screen for 

the offer. 

● Credit or insurance may not be extended if, after the consumer responds, it is determined that the consumer does not meet 

the criteria used for screening or any applicable criteria bearing on credit worthiness or insurability, or the consumer does not 

furnish required collateral. 

● The consumer may prohibit the use of information in his or her file in connection with future prescreened offers of credit or 

insurance by contacting the notification system established by the CRA that provided the report. The statement must include 

the address and toll-free telephone number of the appropriate notification system. 

● In addition, the CFPB has established the format, type size, and manner of the disclosure required by Section 615(d), with 

which users must comply. The relevant regulation is 12 CFR 1022.54. 

 

 
VIII. OBLIGATIONS OF RESELLERS 

 

A. Disclosure and Certification Requirements 

Section 607(e) requires any person who obtains a consumer report for resale to take the following steps: 
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● Disclose the identity of the end-user to the source CRA. 

● Identify to the source CRA each permissible purpose for which the report will be furnished to the end-user. 

● Establish and follow reasonable procedures to ensure that reports are resold only for permissible purposes, including 

procedures to obtain: 

(1.) the identify of all end-users; 

(2.) certifications from all users of each purpose for which reports will be used; and 

(3.) certifications that reports will not be used for any purpose other than the purpose(s) specified to the reseller. Resellers must make 

reasonable efforts to verify this information before selling the report. 

 

B. Reinvestigations by Resellers 

Under Section 611(f), if a consumer disputes the accuracy or completeness of information in a report prepared by a reseller, the 

reseller must determine whether this is a result of an action or omission on its part and, if so, correct or delete the information. If not, 

the reseller must send the dispute to the source CRA for reinvestigation. When any CRA notifies the reseller of the results of an 

investigation, the reseller must immediately convey the information to the consumer. 

 

C. Fraud Alerts and Resellers 

Section 605A (f) requires resellers who receive fraud alerts or active duty alerts from another consumer reporting agency to include 

these in their reports. 

 

IX. LIABILITY FOR VIOLATIONS OF THE FCRA 

Failure to comply with the FCRA can result in state government or federal government enforcement actions, as well as private 

lawsuits. Sections 616, 617, and 621. In addition, any person who knowingly and willfully obtains a consumer report under false 

pretenses may face criminal prosecution. Section 619. 

 

The CFPB’s website, www.consumerfinance.gov/learnmore, has more information about the FCRA, including publications 

for businesses and the full text of the FCRA. 

 

 
Citations for FCRA sections in the U.S. Code, 15 U.S.C. § 1681 et seq.: 

 

 
Section 602 

Section 603 

15 U.S.C. 1681 

15 U.S.C. 1681a 

Section 604 15 U.S.C. 1681b 

Section 605 15 U.S.C. 1681c 

Section 605A 15 U.S.C. 1681c-A 

Section 605B 15 U.S.C. 1681c-B 

Section 606 15 U.S.C. 1681d 

Section 607 15 U.S.C. 1681e 

Section 608 15 U.S.C. 1681f 
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Section 609 15 U.S.C. 1681g 

Section 610 15 U.S.C. 1681h 

Section 611 15 U.S.C. 1681i 

Section 612 15 U.S.C. 1681j 

Section 613 15 U.S.C. 1681k 

Section 614 15 U.S.C. 1681l 

Section 615 15 U.S.C. 1681m 

Section 616 15 U.S.C. 1681n 

Section 617 15 U.S.C. 1681o 

Section 618 15 U.S.C. 1681p 

Section 619 15 U.S.C. 1681q 

Section 620 15 U.S.C. 1681r 

Section 621 15 U.S.C. 1681s 

Section 622 15 U.S.C. 1681s-1 

Section 623 15 U.S.C. 1681s-2 

Section 624 15 U.S.C. 1681t 

Section 625 15 U.S.C. 1681u 

Section 626 15 U.S.C. 1681v 

Section 627 15 U.S.C. 1681w 

Section 628 15 U.S.C. 1681x 

Section 629 15 U.S.C. 1681y 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Exhibit “C” 

Requirements for California and Vermont Users 
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California Users: 

 

California Consumer Credit Reporting Agencies Act: Provisions of the California Consumer Credit Reporting Agencies Act, as 

amended effective July 1, 1998, will impact the provision of consumer reports to Subscriber under the following circumstances: (a) if 

Subscriber is a “retail seller” (defined in part by California law as “a person engaged in the business of selling goods or services to 

retail buyers”) and is selling to a “retail buyer” (defined as “a person who buys goods or obtains services from a retail seller in a retail 

installment sale and not principally for purpose of resale”) and a consumer about whom Subscriber is inquiring is applying, (b) in 

person and (c) for credit. Under the foregoing circumstances, ONLINE, before delivering a Consumer Report to Subscriber, must 

match at least three (3) items of a consumer’s identification within the file maintained by the Data Providers with the information 

provided to Data Provider’s via ONLINE by Subscriber in connection with the in-person credit transaction. Compliance with this law 

further includes Subscriber’s inspection of the photo identification of each consumer who applies for in-person credit, mailing 

extensions of credit to consumer responding to a mail solicitation at a specified address, taking special actions regarding a consumer’s 

presentment of a police report regarding fraud, and acknowledging consumer demands for reinvestigations within certain time frames. 

 

If Subscriber is a “retail seller,” Subscriber certifies that it will instruct its employees to inspect a photo identification of the consumer at 

the time an application is submitted in person. If Subscriber is not currently, but subsequently becomes a “retail seller,” Subscriber 

agrees to provide written notice to ONLINE prior to ordering Consumer Reports in connection with an in-person credit transaction, and 

agrees to comply with the requirements of the California law as outlined in this Attachment, and with the specific certifications set forth 

herein. 

 

 
Subscriber certifies that, as a “retail seller,” it will either (a) acquire a new Subscriber number for use in processing Consumer Report 

inquiries that result from in-person credit applications covered by California law, with the understanding that all inquiries using this new 

Subscriber number will require that Subscriber supply at least three items of identifying information form the applicant; or (b) contact 

ONLINE sales representative to ensure that Subscriber’s existing Subscriber number is properly coded for these transactions.  

  

California Investigative Consumer Reporting Agencies Act:  

Subscriber certifies that it will comply with the California Investigative Consumer Reporting Agencies Act (ICRAA) when requesting an 

investigative consumer report.  

For purposes of this California Investigative Consumer Reporting Agencies Act Policy, the following terms have the meanings set forth 

below: 

“Subscriber” means you. 

“ONLINE” means ONLINE Information Services, Inc. 

“FCRA” means federal Fair Credit Reporting Act, 15 U.S.C. 1681 et seq., as amended. 

“ICRAA” means California Investigative Consumer Reporting Agencies Act, California Civil Code §1786, et seq. 

“Investigative Consumer Report” means an Investigative Consumer Report as defined under ICRAA which includes criminal and 

eviction reports from public record sources. 

 

 (1) If an Investigative Consumer Report is sought in connection with the hiring of a dwelling unit (i.e., tenant screening), as defined in 

California Civil Code §1940, subdivision (c), Subscriber, not later than three days after the date on which the Investigative Consumer 

Report was first requested, notify the consumer in writing that an Investigative Consumer Report will be made regarding the 

consumer’s character, general reputation, personal characteristics, and mode of living. The notification shall also include the name 

and address of the investigative consumer reporting agency that will prepare the Investigative Consumer Report and a summary of the 
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provisions of California Civil Code §1786.22. Specifically, with respect to Investigative Consumer Reports provided by ONLINE, 

Subscriber shall use the contact information provided to it by ONLINE. 

 

(2) Subscriber, prior to requesting an Investigative Consumer Report from ONLINE, has made the applicable disclosures to the 

consumer as required above and in California Civil Code §1786.16, subdivision (a), and Subscriber shall comply with California Civil 

Code §1786.16, subdivision (b), as applicable. 

 

(3) Subscriber shall provide a copy of the Investigative Consumer Report to the subject of the investigation, as provided in California 

Civil Code §1786.16, subdivision (b). 

 

(4) For purposes of ease, the requirements of California Civil Code §1786.16, subdivision (b), as in effect as of March 15, 2020, are 

set forth below. Should California Civil Code §1786.16, subdivision (b) be revised or amended after March 15, 2020, Subscriber shall 

be responsible for complying with such updated provision(s). 

 

(5) Subscriber shall: 

(a) Provide the consumer a means by which the consumer may indicate on a written form, by means of a box to check, that the 

consumer wishes to receive a copy of any Investigative Consumer Report that is prepared. If the consumer wishes to receive a copy 

of the Investigative Consumer Report, Client shall send a copy of the Investigative Consumer Report to the consumer within three 

business days of the date that the Investigative Consumer Report is provided to Subscriber by ONLINE. The notice to request the 

Investigative Consumer Report may be contained on either the disclosure form, as required by subdivision (a), or a separate consent 

form. The copy of the Investigative Consumer Report shall contain the name, address, and telephone number of ONLINE as the issuer 

of the Investigative Consumer Report and how to contact ONLINE with respect to Investigative Consumer Reports, ONLINE shall 

provide Subscriber its contact information; 

(b) Comply with California Civil Code §1786.40, if Client takes adverse action against the consumer for which the Investigative 

Consumer Report relates. Specifically, Subscriber acknowledges and agrees to provide to consumers for whom an Investigative 

Consumer Report is provided, and in the adverse action cases, to include the contact information for ONLINE as provided by ONLINE 

to Subscriber; 

(c) The contact information for ONLINE is below: 
  
ONLINE Information Services, Inc. 
 PO Box 1489 
 Winterville, NC 28590 
 Toll Free number - (877) 262-6851 
https://www.onlineis.com/consumers 
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 Vermont Users: 

 

Subscriber acknowledges that it subscribes to receive various information Services from ONLINE, Inc. in accordance with the Vermont 

Fair Credit Reporting Statute, 9 V.S.A. §2480e (1999), as amended (the “VFCRA”) and the Federal Fair Credit Reporting Act, 15, 

U.S.C. 1681 et. Seq., as amended (the “FCRA”) and its other state law counterparts. In connection with Subscriber’s continued use of 

ONLINE Services in relation to Vermont consumers, Subscriber herby certifies as follows: 

 

Vermont Certification. Subscriber certifies that it will comply with the applicable provisions under Vermont law. In particular, Subscriber 

certifies that it will order certain information relating to Vermont residents, that are Consumer Reports as defined by the VFCRA, only 

after Subscriber has received prior consumer consent in accordance with the VFCRA § 2480e and applicable Vermont Rules. 

Subscriber further certifies that the attached copy § 2480e of the Vermont Fair Credit Reporting Statute was received from ONLINE. 

     

Vermont Fair Credit Reporting Statute, 9 V.S.A § 2480e (1999) 

 

§ 2480e. Consumer consent 

(a) A person shall not obtain the credit report of a consumer unless: 

(1)     the report is obtained in response to the order of a court having jurisdiction to issue such an order; or 

(2)     the person has secured the consent of the consumer, and the report is used for the purpose consented to by the consumer. 

    (b)    Credit reporting agencies shall adopt reasonable procedures to assure maximum possible compliance with the subsection (a) 

of this section. 

    (c)     Nothing in this section shall be construed to affect: 

        (1)     the ability of a person who has secured the consent of the consumer pursuant to subdivision (a) (2) of this section     to 

include in his or her request to the consumer permission to also obtain credit reports, in connection with the same transaction or 

extension of credit, for the purpose of reviewing the account, increasing the credit line on the account, for the purpose of taking 

collection action on the account, or for other legitimate purposes associated with the account; and  

(2) the use of credit information for the purpose of prescreening, as defined and permitted from time to time by the Federal Trade 

Commission.
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VERMONT RULES 

*** CURRENT THROUGH JUNE 1999 *** 

AGENCY 06. OFFICE OF THE ATTORNEY GENERAL 

SUB-AGENCY 031. CONSUMER PROTECTION DIVISION 

CHAPTER 012. Consumer Fraud—Fair Credit Reporting 

RULE CF 112 FAIR CREDIT REPORTING 

CVR 06-031-012, CF 112.03 (1999) 

CF 112.03 CONSUMER CONSENT 

 

 (a)    A person required to obtain consumer consent pursuant to 9 V.S.A. §§ 2480e and 2480g shall obtain said consent in writing if 

the consumer has made a written application or written request for credit, insurance, employment, housing or governmental benefit. If 

the consumer has applied for or requested credit, insurance, employment, housing or governmental benefit in a manner other than in 

writing, then the person required to obtain consumer consent pursuant to 9 V.S.A. §§2480e and 2480g shall obtain said consent in 

writing or in the same manner in which the consumer made the application or request. The terms of this rule apply whether the 

consumer or the person required to obtain consumer consent initiates the transaction. 

 

(b) Consumer consent required pursuant to 9 V.S.A. §§ 2480e and 2480g shall be deemed to have been obtained in writing if, after a 

clear and adequate written disclosure of the circumstances under which a credit report or credit reports may be obtained and the 

purposes for which the credit report or credit reports may be obtained, the consumer indicates his or her consent by providing his or 

her signature. 

 

(c)    The fact that a clear and adequate written consent form is signed by the consumer after the consumer’s credit report has been 

obtained pursuant to some other form of consent shall not affect the validity of the earlier consent. 
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Exhibit “D” 

 

All furnishers of information to consumer reporting agencies must comply with all applicable regulations. Information about 

applicable regulations currently in effect can be found at the Consumer Financial Protection Bureau’s website, 

www.consumerfinance.gov/learnmore. 

 

NOTICE TO FURNISHERS OF INFORMATION: 

OBLIGATIONS OF FURNISHERS UNDER THE FCRA 

 

The federal Fair Credit Reporting Act (FCRA), 15 U.S.C. § 1681-1681y, imposes responsibilities on all persons who furnish 

information to consumer reporting agencies (CRAs). These responsibilities are found in Section 623 of the FCRA, 15 U.S.C. § 1681s-

2. State law may impose additional requirements on furnishers. All furnishers of information to CRAs should become familiar with the 

applicable laws and may want to consult with their counsel to ensure that they are in compliance. The text of the FCRA is available at 

the website of the Consumer Financial Protection Bureau (CFPB): www.consumerfinance.gov/learnmore. A list of the sections of the 

FCRA cross-referenced to the U.S. Code is at the end of this document. Section 623 imposes the following duties upon furnishers: 

 

Accuracy Guidelines 

The FCRA requires furnishers to comply with federal guidelines and regulations dealing with the accuracy of information provided to 

CRAs by furnishers. Federal regulations and guidelines are available at www.consumerfinance.gov/learnmore. Section 623(e). 

 

General Prohibition on Reporting Inaccurate Information 

The FCRA prohibits information furnishers from providing information to a CRA that they know or have reasonable cause to believe is 

inaccurate. However, the furnisher is not subject to this general prohibition if it clearly and conspicuously specifies an address to which 

consumers may write to notify the furnisher that certain information is inaccurate. Sections 623(a) (1) (A) and (a) (1) (C). 

 

Duty to Correct and Update Information 

If at any time a person who regularly and in the ordinary course of business furnishes information to one or more CRAs determines 

that the information provided is not complete or accurate, the furnisher must promptly provide complete and accurate information to 

the CRA. In addition, the furnisher must notify all CRAs that received the information of any corrections, and must thereafter report 

only the complete and accurate information. Section 623(a) (2). 

 

 
Duties After Notice of Dispute from Consumer 

If a consumer notifies a furnisher, at an address specified by the furnisher for such notices, that specific information is inaccurate, and 

the information is, in fact, inaccurate, the furnisher must thereafter report the correct information to CRAs. Section 623(a) (1) (B). 

 

If a consumer notifies a furnisher that the consumer disputes the completeness or accuracy of any information reported by the 

furnisher, the furnisher may not subsequently report that information to a CRA without providing notice of the dispute. Section 623(a) 

(3). 

 

Furnishers must comply with federal regulations that identify when an information furnisher must investigate a dispute made directly to 

the furnisher by a consumer. Under these regulations, furnishers must complete an investigation within 30 days (or 45 days, if the 
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consumer later provides relevant additional information) unless the dispute is frivolous or irrelevant or comes from a “credit repair 

organization.” Section 623(a) (8). Federal regulations are available at www.consumerfinance.gov/learnmore. Section 623(a) (8). 

 

Duties After Notice of Dispute from Consumer Reporting Agency 

If a CRA notifies a furnisher that a consumer disputes the completeness or accuracy of information provided by the furnisher, the 

furnisher has a duty to follow certain procedures. The furnisher must: 

 

● Conduct an investigation and review all relevant information provided by the CRA, including information given to the CRA by 

the consumer. Sections 623(b) (1) (A) and (b) (1) (B). 

● Report the results to the CRA that referred the dispute, and, if the investigation establishes that the information was, in fact, 

incomplete or inaccurate, report the results to all CRAs to which the furnisher provided the information that compile and 

maintain files on a nationwide basis. Sections 623(b) (1) (C) and (b) (1) (D). 

● Complete the above steps within 30 days from the date the CRA receives the dispute (or 45 days, if the consumer later 

provides relevant additional information to the CRA). Section 623(b) (2). 

● Promptly modify or delete the information, or block its reporting. Section 623(b) (1) (E). 

 

 
Duty to Report Voluntary Closing of Credit Accounts 

If a consumer voluntarily closes a credit account, any person who regularly and in the ordinary course of business furnished 

information to one or more CRAs must report this fact when it provides information to CRAs for the time period in which the account 

was closed. Section 623(a) (4). 

 

Duty to Report Dates of Delinquencies 

If a furnisher reports information concerning a delinquent account placed for collection, charged to profit or loss, or subject to any 

similar action, the furnisher must, within 90 days after reporting the information, provide the CRA with the month and the year of the 

commencement of the delinquency that immediately preceded the action, so that the agency will know how long to keep the 

information in the consumer’s file. Section 623(a) (5). 

 

Any person, such as a debt collector, that has acquired or is responsible for collecting delinquent accounts and that reports information 

to CRAs may comply with the requirements of Section 623(a)(5) (until there is a consumer dispute) by reporting the same delinquency 

date previously reported by the creditor. If the creditor did not report this date, they may comply with the FCRA by establishing 

reasonable procedures to obtain and report delinquency dates, or, if a delinquency date cannot be reasonably obtained, by following 

reasonable procedures to ensure that the date reported precedes the date when the account was placed for collection, charged to 

profit or loss, or subjected to any similar action. Section 623(a) (5). 

 

Duties of Financial Institutions When Reporting Negative Information 

Financial institutions that furnish information to “nationwide” consumer reporting agencies, as defined in Section 603(p), must notify 

consumers in writing if they may furnish or have furnished negative information to a CRA. Section 623(a) (7). The CFPB has 

prescribed model disclosures, 12 CFR Part 1022, App. B. 

 

Duties When Furnishing Medical Information 
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A furnisher whose primary business is providing medical services, products, or devices (and such furnisher’s agents or assignees) is a 

medical information furnisher for the purposes of the FCRA and must notify all CRAs to which it reports of this fact. Section 623(a) (9). 

This notice will enable CRAs to comply with their duties under Section 604(g) when reporting medical information. 

 

 
Duties when ID Theft Occurs 

All furnishers must have in place reasonable procedures to respond to notifications from CRAs that information furnished is the result 

of identity theft, and to prevent refurnishing the information in the future. A furnisher may not furnish information that a consumer has 

identified as resulting from identity theft unless the furnisher subsequently knows or is informed by the consumer that the information is 

correct. Section 623(a) (6). If a furnisher learns that it has furnished inaccurate information due to identity theft, it must notify each 

CRA of the correct information and must thereafter report only complete and accurate information. Section 623(a) (2). When any 

furnisher of information is notified pursuant to the procedures set forth in Section 605B that a debt has resulted from identity theft, the 

furnisher may not sell, transfer, or place for collection the debt except in certain limited circumstances. Section 615(f). 

 

The CFPB’s website, www.consumerfinance.gov/learnmore, has more information about the FCRA, including publications 

for businesses and the full text of the FCRA. 

 

Citations for FCRA sections in the U.S. Code, 15 U.S.C. § 1681 et seq.: 

Section 602 15 U.S.C. 1681 Section 615 15 U.S.C. 1681m 

Section 603 15 U.S.C. 1681a Section 616 15 U.S.C. 1681n 

Section 604 15 U.S.C. 1681b Section 617 15 U.S.C. 1681o 

Section 605 15 U.S.C. 1681c Section 618 15 U.S.C. 1681p 

Section 605A 15 U.S.C. 1681c-A Section 619 15 U.S.C. 1681q 

Section 605B 15 U.S.C. 1681c-B Section 620 15 U.S.C. 1681r 

Section 606 15 U.S.C. 1681d Section 621 15 U.S.C. 1681s 

Section 607 15 U.S.C. 1681e Section 622 15 U.S.C. 1681s-1 

Section 608 15 U.S.C. 1681f Section 623 15 U.S.C. 1681s-2 

Section 609 15 U.S.C. 1681g Section 624 15 U.S.C. 1681t 

Section 610 15 U.S.C. 1681h Section 625 15 U.S.C. 1681u 

Section 611 15 U.S.C. 1681i Section 626 15 U.S.C. 1681v 

Section 612 15 U.S.C. 1681j Section 627 15 U.S.C. 1681w 

Section 613 15 U.S.C. 1681k Section 628 15 U.S.C. 1681x 

Section 614 15 U.S.C. 1681l Section 629 15 U.S.C. 1681y
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Exhibit “E” 

 

ONLINE's Security Requirements 

The security requirements included in this document represent the minimum security requirements acceptable to ONLINE and its 

suppliers and are intended to ensure that a Third Party (i.e., Supplier, Reseller, Service Provider, end-user client, or any other 

organization engaging with ONLINE) has appropriate controls in place to protect information and systems, including any information 

that it receives, processes, transfers, transmits, stores, delivers, and / or otherwise accesses on behalf of ONLINE and its suppliers.  

 

DEFINITIONS 

"ONLINE Information” means ONLINE's and its suppliers' highly sensitive information including, by way of example and not limitation, 

data, databases, application software, software documentation, supporting process documents, operation process and procedures 

documentation, test plans, test cases, test scenarios, cyber incident reports, consumer information, financial records, employee 

records, and information about potential acquisitions, and such other information that is similar in nature or as mutually agreed in 

writing, the disclosure, alteration or destruction of which would cause serious damage to ONLINE’s and its suppliers' reputation, 

valuation, and / or provide a competitive disadvantage to ONLINE and its suppliers.  

  

“Resource” means all Third-Party devices, including but not limited to laptops, PCs, routers, servers, and other computer systems that 

store, process, transfer, transmit, deliver, or otherwise access ONLINE Information. 

  

1. Information Security Policies and Governance 

Third Party shall have Information Security policies and procedures in place that are consistent with the practices described in an 

industry standard, such as ISO 27002 and / or this Security Requirements document, which is aligned to ONLINE’s Information 

Security policy. 

  

2. Vulnerability Management 

Firewalls, routers, servers, PCs, and all other resources managed by Third Party (including physical, on-premise or cloud hosted 

infrastructure) will be kept current with appropriate security specific system patches. Third Party will perform regular penetration tests 

to further assess the security of systems and resources. Third Party will use end-point computer malware detection / scanning 

services and procedures. 

  

3. Logging and Monitoring 

Logging mechanisms will be in place sufficient to identify security incidents, establish individual accountability, and reconstruct events. 

Audit logs will be retained in a protected state (i.e., encrypted, or locked) with a process for periodic review. 

  

4. Network Security 

Third Party will use security measures, including anti-virus software, to protect communications systems and networks device to 

reduce the risk of infiltration, hacking, access penetration by, or exposure to, an unauthorized third-party. 

  

5. Data Security 

Third Party will use security measures, including encryption, to protect ONLINE provided data in storage and in transit to reduce the 

risk of exposure to unauthorized parties. 
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6. Remote Access Connection Authorization 

All remote access connections to Third Party internal networks and / or computer systems will require authorization with access control 

at the point of entry using multi-factor authentication. Such access will use secure channels, such as a Virtual Private Network (VPN). 

 

 
 

  

7. Incident Response 

Processes and procedures will be established for responding to security violations and unusual or suspicious events and incidents. 

Third Party will report actual or suspected security violations or incidents that may affect ONLINE and / or its data suppliers to ONLINE 

within twenty-four (24) hours of Third Party’s confirmation of such violation or incident. 

  

8. Identification, Authentication and Authorization 

Each user of any Resource will have a uniquely assigned user ID to enable individual authentication and accountability. Access to 

privileged accounts will be restricted to those people who administer the Resource and individual accountability will be maintained. All 

default passwords (such as those from hardware or software vendors) will be changed immediately upon receipt. 

  

9. User Passwords and Accounts 

All passwords will remain confidential and use ‘strong’ passwords that expire after a maximum of 90 calendar days. Accounts will 

automatically lockout after five (5) consecutive failed login attempts. 

  

10. Training and Awareness 

Third Party shall require all Third-Party personnel to participate in information security training and awareness sessions at least 

annually and establish proof of learning for all personnel. 

  

11. ONLINE’s Right to Audit 

Third Party shall be subject to remote and / or onsite assessments of its information security controls and compliance with these 

Security Requirements. 

  

12. Bulk Email Communications into ONLINE 

Third party will not “bulk email” communications to multiple ONLINE employees without the prior written approval of ONLINE. Third 

party shall seek authorization via their ONLINE Relationship Owner in advance of any such campaign. 
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Exhibit “F” 

Death Master File Access Requirements 

 

 

Subscriber agrees that based on its use of the Services that it may receive information for the Social Security Administrations Death Master File (DMF). 

Subscriber hereby warrants and agrees to the following requirements as users of the DMF. 

 

a. Subscriber agrees to restrict Subscriber’s use of deceased flags or other indicia within ONLINE’s Services to legitimate fraud 

prevention or business purposes in compliance with applicable laws, rules and regulations and consistent with Subscriber’s applicable 

Fair Credit Reporting Act (15 U.S.C. §1681 et seq.) or Gramm-Leach-Bliley Act (15 U.S.C. § 6801 et seq.) use. 

 

b. Subscriber certifies it will not take any adverse action against any consumer without further investigation to verify the information 

from the deceased flags or other indicia within ONLINE’s Services. 

 

c. Subscriber has systems, facilities, and procedures in place to safeguard the accessed information; experience in maintaining the 

confidentiality, security, and appropriate use of the accessed information, pursuant to requirements similar to the requirements of 

section 6103(p)(4) of the Internal Revenue Code of 1986; and agrees to satisfy the requirements of such section 6103(p)(4) as if such 

section applied to Subscriber; and Subscriber shall not disclose information derived from the DMF to the consumer or any third party, 

unless clearly required by law. 

 

d. Subscriber acknowledges that failure to comply with the provisions above may subject Subscriber to penalties under 15 CFR 

1110.200 of $1,000 for each disclosure or use, up to a maximum of $250,000 in penalties per calendar year. 

 

e. Subscriber shall indemnify and hold harmless the TransUnion and the U.S. Government/NTIS from all claims, demands, damages, 

expenses, and losses, whether sounding in tort, contract or otherwise, arising from or in connection with End User’s, or End User’s 

employees, contractors, or subcontractors, use of the DMF. This provision shall survive termination of the Agreement and will include 

any and all claims or liabilities arising from intellectual property rights. 

 

f. Neither the Data Providers nor the U.S. Government/NTIS (a) make any warranty, express or implied, with respect to information 

provided under this Section of the Policy, including, but not limited to, implied warranties of merchantability and fitness for any 

particular use; (b) assume any liability for any direct, indirect or consequential damages flowing from any use of any part of the DMF, 

including infringement of third party intellectual property rights; and (c) assume any liability for any errors or omissions in the DMF. The 

DMF does have inaccuracies and NTIS and the Social Security Administration (SSA), which provides the DMF to NTIS, does not 

guarantee the accuracy of the DMF. SSA does not have a death record for all deceased persons. Therefore, the absence of a 

particular person on the DMF is not proof that the individual is alive. Further, in rare instances, it is possible for the records of a person 

who is not deceased to be included erroneously in the DMF. 

 

g. If an individual claims that SSA has incorrectly listed someone as deceased (or has incorrect dates/data on the DMF), the individual 

should be told to contact to their local Social Security office (with proof) to have the error corrected. The local Social Security office 

will: 
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a. Make the correction to the main NUMIDENT file at SSA and give the individual a verification document of SSA’s current records to 

use to show any company, recipient/purchaser of the DMF that has the error; OR, Find that SSA already has the correct information 

on the main NUMIDENT file and DMF (probably corrected sometime prior), and give the individual a verification document of SSA’s 

records to use to show to any company subscriber/ purchaser of the DMF that had the error. 

CONTRACT# CSO/240325
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ELECTRONIC RECORD AND SIGNATURE DISCLOSURE  

From time to time, City of Ocala - Procurement & Contracting (we, us or Company) may be 

required by law to provide to you certain written notices or disclosures. Described below are the 

terms and conditions for providing to you such notices and disclosures electronically through the 

DocuSign system. Please read the information below carefully and thoroughly, and if you can 

access this information electronically to your satisfaction and agree to this Electronic Record and 

Signature Disclosure (ERSD), please confirm your agreement by selecting the check-box next to 

‘I agree to use electronic records and signatures’ before clicking ‘CONTINUE’ within the 

DocuSign system. 

 

Getting paper copies  

At any time, you may request from us a paper copy of any record provided or made available 

electronically to you by us. You will have the ability to download and print documents we send 

to you through the DocuSign system during and immediately after the signing session and, if you 

elect to create a DocuSign account, you may access the documents for a limited period of time 

(usually 30 days) after such documents are first sent to you. After such time, if you wish for us to 

send you paper copies of any such documents from our office to you, you will be charged a 

$0.00 per-page fee. You may request delivery of such paper copies from us by following the 

procedure described below. 

 

Withdrawing your consent  

If you decide to receive notices and disclosures from us electronically, you may at any time 

change your mind and tell us that thereafter you want to receive required notices and disclosures 

only in paper format. How you must inform us of your decision to receive future notices and 

disclosure in paper format and withdraw your consent to receive notices and disclosures 

electronically is described below. 

 

Consequences of changing your mind  

If you elect to receive required notices and disclosures only in paper format, it will slow the 

speed at which we can complete certain steps in transactions with you and delivering services to 

you because we will need first to send the required notices or disclosures to you in paper format, 

and then wait until we receive back from you your acknowledgment of your receipt of such 

paper notices or disclosures. Further, you will no longer be able to use the DocuSign system to 

receive required notices and consents electronically from us or to sign electronically documents 

from us. 

 

All notices and disclosures will be sent to you electronically  
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Unless you tell us otherwise in accordance with the procedures described herein, we will provide 

electronically to you through the DocuSign system all required notices, disclosures, 

authorizations, acknowledgements, and other documents that are required to be provided or made 

available to you during the course of our relationship with you. To reduce the chance of you 

inadvertently not receiving any notice or disclosure, we prefer to provide all of the required 

notices and disclosures to you by the same method and to the same address that you have given 

us. Thus, you can receive all the disclosures and notices electronically or in paper format through 

the paper mail delivery system. If you do not agree with this process, please let us know as 

described below. Please also see the paragraph immediately above that describes the 

consequences of your electing not to receive delivery of the notices and disclosures 

electronically from us. 

 

How to contact City of Ocala - Procurement & Contracting:  

You may contact us to let us know of your changes as to how we may contact you electronically, 

to request paper copies of certain information from us, and to withdraw your prior consent to 

receive notices and disclosures electronically as follows: 

To contact us by email send messages to: contracts@ocalafl.org 

 

To advise City of Ocala - Procurement & Contracting of your new email address  

To let us know of a change in your email address where we should send notices and disclosures 

electronically to you, you must send an email message to us at contracts@ocalafl.org and in the 

body of such request you must state: your previous email address, your new email address.  We 

do not require any other information from you to change your email address.  

If you created a DocuSign account, you may update it with your new email address through your 

account preferences.  

 

To request paper copies from City of Ocala - Procurement & Contracting  

To request delivery from us of paper copies of the notices and disclosures previously provided 

by us to you electronically, you must send us an email to contracts@ocalafl.org and in the body 

of such request you must state your email address, full name, mailing address, and telephone 

number. We will bill you for any fees at that time, if any. 

 

To withdraw your consent with City of Ocala - Procurement & Contracting  

To inform us that you no longer wish to receive future notices and disclosures in electronic 

format you may: 



i. decline to sign a document from within your signing session, and on the subsequent page, 

select the check-box indicating you wish to withdraw your consent, or you may; 

ii. send us an email to contracts@ocalafl.org and in the body of such request you must state your 

email, full name, mailing address, and telephone number. We do not need any other information 

from you to withdraw consent..  The consequences of your withdrawing consent for online 

documents will be that transactions may take a longer time to process.. 

 

Required hardware and software  

The minimum system requirements for using the DocuSign system may change over time. The 

current system requirements are found here: https://support.docusign.com/guides/signer-guide-

signing-system-requirements.  

 

Acknowledging your access and consent to receive and sign documents electronically  

To confirm to us that you can access this information electronically, which will be similar to 

other electronic notices and disclosures that we will provide to you, please confirm that you have 

read this ERSD, and (i) that you are able to print on paper or electronically save this ERSD for 

your future reference and access; or (ii) that you are able to email this ERSD to an email address 

where you will be able to print on paper or save it for your future reference and access. Further, 

if you consent to receiving notices and disclosures exclusively in electronic format as described 

herein, then select the check-box next to ‘I agree to use electronic records and signatures’ before 

clicking ‘CONTINUE’ within the DocuSign system. 

By selecting the check-box next to ‘I agree to use electronic records and signatures’, you confirm 

that: 

 You can access and read this Electronic Record and Signature Disclosure; and 

 You can print on paper this Electronic Record and Signature Disclosure, or save or send 

this Electronic Record and Disclosure to a location where you can print it, for future 

reference and access; and 

 Until or unless you notify City of Ocala - Procurement & Contracting as described above, 

you consent to receive exclusively through electronic means all notices, disclosures, 

authorizations, acknowledgements, and other documents that are required to be provided 

or made available to you by City of Ocala - Procurement & Contracting during the course 

of your relationship with City of Ocala - Procurement & Contracting. 
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