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April 17, 2026 

 

Via Electronic Mail 

To: Foster & Foster Florida Public Pension Clients 

 

Re:  New Initiative -- Cybersecurity Support Program 

 

To Our Valued Clients:  

 

I hope this letter finds you well.  The Department of Labor (“DOL”) has issued cybersecurity 

guidance to protect participant information and assets in pension plans.  They first issued guidance 

in 2021 and then updated their best practices again in 2024, as cybersecurity is an ever-changing 

environment.  Many public pension plans are adopting the DOL’s best practices to mitigate 

cybersecurity risks, which includes hiring service providers with strong cybersecurity practices 

and conducting regular risk assessments.   

 

Foster & Foster Consulting Actuaries, Inc. (“Foster & Foster”) has prided itself on always pushing 

the envelope to bring you cutting-edge solutions to benefit your plans.  Through our efforts to 

become better fiduciaries to our clients by instituting the highest degree of cybersecurity protocols 

and procedures, we’ve developed an offering which we hope you will find useful in your quest to 

be the best fiduciaries possible. 

 

To that end, Foster & Foster is pleased to offer our enhanced compliance support program framed 

around the DOL’s cybersecurity-related guidance to pension plan service providers.  Our 

Cybersecurity Support Program (CSP) is designed to help Boards annually address the DOL’s 

recommended cybersecurity best practices across their identified plan service providers that 

routinely come in contact with plan assets or participant data. 

 

The CSP includes a coordinated approach between Foster & Foster and FoxPointe Solutions 

(“FoxPointe”), an independent firm specializing in IT and cybersecurity services with extensive 

experience performing vendor cybersecurity assessments and support.  Foster & Foster and 

FoxPointe have collaborated to create a custom, proprietary platform to facilitate both the intake of 

plan service provider cybersecurity information as well as the detailed review of the service 

providers themselves.  The CSP approach entails: 

• The completion of a CSP Vendor Identification and Fund Allocation Worksheet; 

• Dissemination of an introductory email to all identified plan service providers to be 

evaluated cybersecurity assessment; 

• Providing service providers with a link to our questionnaire via a secure online portal; 

• Responding to vendor inquiries;  

• Reviewing all submissions and supporting documentation to determine plan service 

providers’ control compliance using a three-tiered assessment category matrix; 

• Generating a CSP Executive Summary Report outlining all findings and recommendations 

relating to Client’s plan service providers; 
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• Meeting with Client virtually to review the findings and recommendations; and 

• Working with Client’s legal counsel to remediate plan service provider issues and 

contractual changes (as needed). 

While this is only meant to be an introduction, our consultants and plan professionals look forward 

to discussing the CSP further at your upcoming Board meeting.  If you have any questions or 

require any additional information in the interim please feel free to contact me directly.   

        

Very truly yours, 

                                                                                      
       _______________________ 

       Brad Heinrichs,  

Chief Executive Officer 

E.  brad.heinrichs@foster-foster.com  
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