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Customer Name & Bill To Address
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110 SE Watula Avenue
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United States

Item Qty Description Term Mos. Amount

NetSuite Mid-Market Cloud 
Service

1 NetSuite Mid-Market Cloud Service includes: 
** ERP with G/L, Accounts Payable, Purchasing, Inventory, Order 
Entry, A/R, Expense Reporting, Advanced Shipping with 
integrated UPS or FedEx shipping depending on your location 
** NetSuite CRM Sales Force Automation with quote and order 
management, Marketing Automation with campaigns; Customer 
Service/Support 
** Productivity tools including contacts/calendar/events 
** Real-time Dashboards with key business metrics, report 
snapshots 
** Customer Center and Partner Center logins 
** 5 Employee Self-Service Users 
** NetSuite Basic Customer Support. Current URL Terms for 
support are located at www.netsuite.com/supportterms. 
** 30,000 integrated bulk mail merges per month 
** 120,000 campaign emails per year with no single blast 
exceeding 10,000 recipients 
** Includes 1 Learning Cloud Support Pass-single user license 
pursuant to the Learning Cloud Support Pass terms and 
conditions found at https://www.oracle.com/corporate/contracts/
cloud-services/netsuite/descriptions.html 
NetSuite Standard Service Tier: 
** Maximum of 100GB of File Cabinet Storage, which is included 
with Standard Service Tier. 
** Maximum 100 Full Licensed Users Provisioned (excluding 
Employee Center, Partner Center, Advanced Partner Center, 
Vendor Center and Customer Center) 
** Maximum 200,000 monthly transaction lines 
** Maximum of 1 SuiteCloud+ license

12 $29,988.00

NetSuite General Access 
Cloud Service User

115 General access user for NetSuite. 12 $136,620.00

NetSui te  Inventor y  
Management Mid-Market 
Cloud Service

1 Advanced Inventory
** Matrix Items: automatically manage multiple item options
** Serialized Inventory
** Bar Coding: items and transactions
** Lot Management
** Pick, Pack, Ship
** Automated Reorder Point / Lead Time Calculations
** Workflow to process warranty claims and to refund, replace or 
repair returned items
** Printable forms for better supply chain management
** Pack Station Mobile App

12 $7,188.00

N e t S u i t e  P r o j e c t  
Management Mid-Market 
Cloud Service

1 Project Management Cloud Service includes:
** Estimated Costing
** Project Time Tracking
** Project Task Management 
** Utilization & Backlog Reporting

12 $7,188.00
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NetSuite Premium Tier 
Cloud Service

1 Premium 12 $59,988.00

  Service Tier
**Includes selection of phase during upgrade cycle
**Includes 1,000 GB of File Cabinet Storage
**Maximum 1,000 Users and 2 million Monthly Transaction Lines
**Maximum 3 SuiteCloud+ licenses 
**Tier Base Concurrency of 15
**Includes 1 Sandbox Environment:
o Replicates production environment including data and 
customizations
o Isolated environment – changes shielded from live production 
account
o 1 production environment replication for each month of term is 
included
o Administrators may provide Sandbox access to all production 
users as needed
o NetSuite Uptime Guarantee does not apply to Sandbox 
environments

  

NetSuite SuiteCommerce 
Cloud Service

1 B2B and B2C storefront and business user tools to manage an 
ecommerce site, unified with core NetSuite operational business 
systems - inventory and order management, marketing, customer 
support and financials, providing a single view of customer, 
orders, inventory and other critical business data that enables 
personal and relative customer experiences.
SuiteCommerce Includes:

** Storefront, completely configurable through business user 
friendly Site Management Tools and extendable with themes and 
extensions
** Twice a year, automatic upgrades
** Marketing and SEO tools
** Personalization: customer-specific catalogs
** Customer account
** Business insight and analytics
** 2 Secure Domains
** SuitePayments

**Storefront and business user tools in Australia and New 
Zealand only:
B2B Only

12 $29,988.00

Customer Learning Cloud 
Support Company Pass-
Premium (Ptr)

1 The Customer Learning Cloud Support Company Pass - 
Premium (Partner) provides Go-Live training and ongoing 
adoption as described in the Training Service Descriptions 
https://www.oracle.com/corporate/contracts/cloud-services/
netsuite/descriptions.html#training 

12 $7,980.00
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NetSu i t e  Sandbox  
Env i ronment  Cloud 
Service

1 Sandbox Environment for NetSuite Customers 
** Replicates production environment including data and 
customizations 
** Isolated environment – changes shielded from live production 
account 
** One production environment replication for each month of term 
is included 
** Administrators may provide sandbox access to all production 
users as needed 

NetSuite uptime guarantee does not apply to Sandbox 
Environments.

12 $21,097.20

Subtotal $300,037.20

Discount Discount ($86,985.55)

Subtotal $213,051.65

Items Not Renewed The following items are not renewed and will be removed from 
this subscription at the beginning of this subscription term.

NetSuite SuiteCommerce 
Site Builder Mid-Market 
Cloud Service

0 ** Advanced Site Customization
** Dynamic, Database-Driven Hosted Site
** External Store Integration
** Advanced Search; Query any field, format results 
** Referrer Report
** Search Engine Keyword Report
** Click Activity Reports
** Visitor Detail Reports
** New & Unique Visitor Reports
** Web R

0 $0.00

  eport Snapshots   

 Subtotal $213,051.65

 Total $213,051.65
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A. Terms of Your Order

1. Agreement

Except as set forth above, the terms and conditions of the applicable agreement between you and Oracle (including any updated URL Terms or 
other applicable web based terms in effect as of the date of this document) shall apply to the products and/or services set forth on this document. 
This document is non-cancellable and all fees are non-refundable, unless otherwise explicitly stated in this document or in the Agreement. For 
clarity, the Service Start Date shall be the date this document is signed by you, unless a different date is specified as the Service Start Date.

The  Orac le  Da ta  P rocess ing  Agreemen t  cove r i ng  the  Ne tSu i te  se r v i ces ,  wh ich  may  be  found  a t  
https://www.oracle.com/corporate/contracts/cloud-services/ (“Data Processing Agreement”), is incorporated herein by this reference and describes 
how Oracle will process Personal Data (as defined therein) that Customer provides to Oracle as part of Oracle’s provision of the NetSuite services 
to Customer under this Estimate/Order Form (“order”), unless otherwise stated in the Data Processing Agreement or this order. Customer’s 
signature on this order constitutes Customer’s agreement to the Data Processing Agreement, unless stated otherwise in the Subscription Services 
Agreement or License Agreement that governs this order. This Data Processing Agreement only applies to NetSuite services included in this order 
and does not apply to the following services that may be included in this order: Mobile Push Notifications (a feature of the NetSuite for iPhone 
Mobile Application), any NetSuite POS Cloud Services, any NetSuite Payroll services, OrderMotion, TribeHR, Light CMS, or any other services 
identified by Oracle as being excluded from the applicability of this Data Processing Agreement. The Data Processing Agreement also does not 
apply to any (1) demonstration accounts, trials, beta releases, release preview or other similar versions of the services or (2) any features, services 
or products which are provided pursuant to a separate agreement or by a party other than Oracle (as defined in the Data Processing Agreement) 
(e.g. where Oracle is merely a billing/collection agent) including but not limited to Celigo and Pacejet,). For purposes of this order, (1) the definition 
of “Services Agreement” in Section 11 is deleted and replaced in its entirety with the following definition: “Services Agreement” means (i) the 
applicable order for the Services you have purchased from Oracle; (ii) the applicable master agreement referenced in the applicable order; (iii) the 
Privacy Policy found at https://www.oracle.com/legal/privacy/ (or other location as may be updated by Oracle), and (iv) the Data Security Addendum 
found at https://www.oracle.com/corporate/contracts/cloud-services/netsuite/cloud-delivery-policies.html; and (2) references to the “Cloud Hosting 
and Delivery Policies” in the Privacy Code for Processing Personal Information of Customer Individuals, shall be replaced by the applicable Data 
Security Addendum found at https://www.oracle.com/corporate/contracts/cloud-services/netsuite.

Customer may have access to enable and use additional features within the NetSuite Cloud Service subject to acceptance of in-application terms 
and conditions (“In-application Terms”). Customer’s use of any such additional features within the NetSuite Cloud Service is governed by the 
“NetSuite Cloud Services In-Application Supplemental Terms and disclaimers” document (the “Supplemental Terms”), found at 
https://www.oracle.com/corporate/contracts/cloud-services/netsuite/other-terms.html (or other URL as may be updated by Oracle) which contains 
In-application Terms that may be presented to Customer to accept when enabling or using certain features within the Cloud Services. In event of 
conflict or inconsistency between the Supplemental Terms and the In-Application Terms presented within the NetSuite application, the Supplemental 
Terms document shall take precedence. The Supplemental Terms are applicable to Customer if Customer is using the applicable features and are in 
addition to the terms contained in the Agreement. The Supplemental Terms may be updated at any time by Oracle to include additional terms 
required to use features, or updates to existing features within the Cloud Service, and Customer’s use of those features is considered acceptance of 
the Supplemental Terms.

2. Start Date

3. Subscription Services Payment Terms

Net 30 – Annual Billing

4. Subscription Services Payment Frequency

Annual in Advance

5. Professional Services Payment Terms

N/A

6. Currency

USD
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A. Terms of Your Order

7. Offer Valid Through

12/31/2022

B. Provisioning Net New Instances of the Cloud Service.

Note: The following information is applicable only when the Estimate/Order Form calls for a new instance of the Cloud Service, as the values 
referenced below (“Language” and “Country Edition”) are used to provision Customer's Cloud Service instance and cannot be changed post 
provisioning. Please review these values and work with your Oracle NetSuite contact to make any necessary changes before signing this Estimate/
Order Form. This section is not applicable if Customer already has an existing Cloud Service instance.

1. Primary Administrator's email address: gsadmin.cityofocala@govsense.com

Please note: Self-service options are available for changing the administrator upon Customer's successful access to the instance. To preserve the 
security of Customer's instance, Oracle may only change the Customer's primary administrator post-provisioning via Administrator Reassignment. 
This may delay access to your instance if the reassignment process is required. 

2. Language: English (US)

The language selected will be the language that Customer's Cloud Service instance is provisioned in. 

3. Ship-to Address: City of Ocala, FL
110 SE Watula Avenue
Ocala FL 34471
United States

4. Country Edition. Customer's Cloud Service(s) are provisioned based on the ship-to address shown above. Before signing this Estimate/Order
Form, please ensure the ship-to address is correct; any change after provisioning will require re-provisioning of the Cloud Service(s).

I AGREE TO THE FEES AND TERMS OF THIS ESTIMATE:

______________________________      ______________________________      _____________
Print Name Signature Date

Upon your execution, this document is a binding order for the products and services set forth herein.

Oracle relies on the accuracy of the billing information listed above, and is unable to issue a Credit Memo or resubmit an invoice due to incorrect 
billing information listed. Please ensure your company name, addresses and contacts included on this document are correct.

Oracle does not accept credit card payments for invoices of more than $99,999.

GRM/17-040B

Approved as to form and legality:

__________________________
William E. Sexton, City Attorney

ATTEST:

_________________________
Angel Jacobs, City Clerk

01 / 05 / 2023James P. Hilty, Sr.
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Data Processing Agreement for Oracle Services 
(“Data Processing Agreement”) 

 
Version June 26, 2019 

 
1. Scope and Applicability 
 
1.1 This Data Processing Agreement applies to Oracle’s Processing of Personal Information on Your behalf 
as a Processor for the provision of the Services specified in Your Services Agreement. Unless otherwise 
expressly stated in Your Services Agreement, this version of the Data Processing Agreement shall be 
effective and remain in force for the term of Your Services Agreement.  
 
1.2 In addition, any Processing of Personal Information subject to Applicable European Data Protection 

Law is subject to the additional terms of the European DPA Addendum set out in Exhibit 1 and the Oracle 

Processor Code referenced therein.  
 
2. Responsibility for Processing of Personal Information and Your instructions 
 
2.1 You are a Controller and Oracle is a Processor for the Processing of Personal Information as part of 
the provision of the Services. Each party is responsible for compliance with its respective obligations under 
Applicable Data Protection Law.  
 
2.2 Oracle will Process Personal Information solely for the purpose of providing the Services in accordance 
with the Services Agreement and this Data Processing Agreement.  
 
2.3 In addition to Your instructions incorporated into the Services Agreement, You may provide additional 
instructions in writing to Oracle with regard to Processing of Personal Information in accordance with 
Applicable Data Protection Law. Oracle will promptly comply with all such instructions to the extent 
necessary for Oracle to (i) comply with its Processor obligations under Applicable Data Protection Law; or 
(ii) assist You to comply with Your Controller obligations under Applicable Data Protection Law relevant to 
Your use of the Services. 
 
2.4 Oracle will follow Your instructions at no additional cost to You and within the timeframes reasonably 
necessary for You to comply with your obligations under Applicable Data Protection Law.  To the extent 
Oracle expects to incur additional charges or fees not covered by the fees for Services payable under the 
Services Agreement, such as additional license or third party contractor fees, it will promptly inform You 
thereof upon receiving Your instructions. Without prejudice to Oracle’s obligation to comply with Your 
instructions, the parties will then negotiate in good faith with respect to any such charges or fees. 
 
2.5 Unless otherwise specified in the Services Agreement, You may not provide Oracle with any sensitive 
or special Personal Information that imposes specific data security or data protection obligations on Oracle 
in addition to or different from those specified in the Data Processing Agreement or Services Agreement. 
 
3. Privacy Inquiries and Requests from Individuals 
 
3.1 If You receive a request or inquiry from an Individual related to Personal Information processed by 
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Oracle for the provision of Services, You can either (i) securely access Your Services environment that 
holds Personal Information to address the request, or (ii) to the extent such access is not available to You, 
submit a “service request” via My Oracle Support (or other applicable primary support tool or support 
contact provided for the Services, such as Your project manager) with detailed written instructions to Oracle 
on how to assist You with such request. 
 
3.2 If Oracle directly receives any requests or inquiries from Individuals that have identified You as the 
Controller, it will promptly pass on such requests to You without responding to the Individual. Otherwise, 
Oracle will advise the Individual to identify and contact the relevant controller(s). 
 
4. Oracle Affiliates and Third Party Subprocessors 
 
4.1 To the extent Oracle engages Third Party Subprocessors and/or Oracle Affiliates to Process Personal 
Information, such entities shall be subject to the same level of data protection and security as Oracle under 
the terms of the Services Agreement. Oracle is responsible for the performance of the Oracle Affiliates’ 
and Third Party Subprocessors’ obligations in compliance with the terms of this Data Processing 
Agreement and Applicable Data Protection Law. 
 
 
5. Cross-border data transfers 
 
5.1 Without prejudice to any applicable regional data center restrictions for hosted Services specified in 
Your Services Agreement, Oracle may Process Personal Information globally as necessary to perform the 
Services. 
 
5.2 To the extent such global access involves a transfer of Personal Information subject to cross-border 
transfer restrictions under Applicable Data Protection Law, such transfers shall be subject to (i) for transfers 
to Oracle Affiliates, the terms of the Oracle Intra-Company Data Transfer and Mandate Agreement, which 
requires all transfers of Personal Information to be made in compliance with Applicable Data Protection 
Law and all applicable Oracle security and data privacy policies and standards globally; and (ii) for transfers 
to Third Party Subprocessors, security and data privacy requirements consistent with the relevant 
requirements of this Data Processing Agreement and Applicable Data Protection Law.  
 
6. Security and Confidentiality  
 
6.1 Oracle has implemented and will maintain appropriate technical and organizational security measures 
for the Processing of Personal Information designed to prevent accidental or unlawful destruction, loss, 
alteration, unauthorized disclosure of, or access to Personal Information. These security measures govern 
all areas of security applicable to the Services, including physical access, system access, data access, 
transmission and encryption, input, data backup, data segregation and security oversight, enforcement 
and other security controls and measures. Additional details regarding the specific security measures that 
apply to the Services You have ordered are set out in the relevant security practices for these Services:  
 

 For Cloud Services: Oracle’s Hosting & Delivery Policies, available at 
http://www.oracle.com/us/corporate/contracts/cloud-services/index.html; 

 For NetSuite (NSGBU) Services: NetSuite’s Terms of Service, available at: 
http://www.netsuite.com/portal/resource/terms-of-service.shtml; 

 For Global Customer Support Services: Oracle’s Global Customer Support Security Practices 
available at: https://www.oracle.com/support/policies.html; 
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 For Consulting and Advanced Customer Support (ACS) Services: Oracle’s Consulting and
ACS Security Practices available at: http://www.oracle.com/us/corporate/contracts/consulting-
services/index.html.  

 
6.2 All Oracle and Oracle Affiliates employees, as well as any Third Party Subprocessors that Process 
Personal Information, are subject to appropriate written confidentiality arrangements, including 
confidentiality agreements, regular training on information protection, and compliance with Oracle policies 
concerning protection of confidential information. 
 
7. Audit Rights  

 
7.1 You may audit Oracle’s compliance with its obligations under this Data Processing Agreement up to 
once per year. In addition, to the extent required by Applicable Data Protection Law, You or Your Regulator 
may perform more frequent audits. 
 
7.2 If a third party is to conduct the audit, the third party must be mutually agreed to by You and Oracle 
(except if such third party is a Regulator). Oracle will not unreasonably withhold its consent to a third party 
auditor requested by You. The third party must execute a written confidentiality agreement acceptable to 
Oracle or otherwise be bound by a statutory or legal confidentiality obligation. 
 
7.3 To request an audit, You must submit a detailed proposed audit plan to Oracle at least two weeks in 
advance of the proposed audit date. The proposed audit plan must describe the proposed scope, duration, 
and start date of the audit. Oracle will review the proposed audit plan and provide You with any concerns 
or questions. Oracle will work cooperatively with You to agree on a final audit plan. 
 
7.4 The audit must be conducted during regular business hours at the applicable facility, subject to the 
agreed final audit plan and Oracle’s health and safety or other relevant policies, and may not unreasonably 
interfere with Oracle business activities.  
 
7.5 Upon completion of the audit, You will provide Oracle with a copy of the audit report, which is subject 
to the confidentiality terms of Your Services Agreement. You may use the audit reports only for the 
purposes of meeting Your regulatory audit requirements and/or confirming compliance with the 
requirements of this Data Processing Agreement.  
 
7.6 Each party will bear its own costs in relation to the audit, unless Oracle promptly informs you upon 
reviewing Your audit plan that it expects to incur additional charges or fees in the performance of the audit 
that are not covered by the fees payable under Your Services Agreement, such as additional license or 
third party contractor fees. The parties will negotiate in good faith with respect to any such charges or fees. 
 
7.7 Without prejudice to the rights granted in Section 7.1 above, if the requested audit scope is addressed 
in a SOC, ISO, NIST, PCI DSS, HIPAA or similar audit report issued by a qualified third party auditor within 
the prior twelve months and Oracle provides such report to You confirming there are no known material 
changes in the controls audited, You agree to accept the findings presented in the third party audit report 
in lieu of requesting an audit of the same controls covered by the report. 
 
8. Incident Management and Breach Notification 
 
8.1 Oracle has implemented controls and policies designed to detect and promptly respond to incidents 
that create suspicion of or indicate destruction, loss, alteration, unauthorized disclosure or access to 
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Personal Information transmitted, stored or otherwise Processed. Oracle will promptly define escalation 
paths to investigate such incidents in order to confirm if a Personal Information Breach has occurred, and 
to take reasonable measures designed to identify the root cause(s) of the Personal Information Breach, 
mitigate any possible adverse effects and prevent a recurrence. 
 
8.2 Oracle will notify you of a confirmed Personal Information Breach without undue delay but at the latest 
within 24 hours. As information regarding the Personal Information Breach is collected or otherwise 
reasonably becomes available to Oracle, Oracle will also provide You with (i) a description of the nature 
and reasonably anticipated consequences of the Personal Information Breach; (ii) the measures taken to 
mitigate any possible adverse effects and prevent a recurrence; and (iii) where possible, information about 
the types of Personal Information that were the subject of the Personal Information Breach. You agree to 
coordinate with Oracle on the content of Your intended public statements or required notices for the 
affected Individuals and/or notices to the relevant Regulators regarding the Personal Information Breach.
 
9. Return and Deletion of Personal Information  
 
9.1 Upon termination of the Services, Oracle will promptly return, including by providing available data 
retrieval functionality, or delete any remaining copies of Personal Information on Oracle systems or 
Services environments, except as otherwise stated in the Services Agreement.  
 
9.2 For Personal Information held on Your systems or environments, or for Services for which no data 
retrieval functionality is provided by Oracle as part of the Services, You are advised to take appropriate 
action to back up or otherwise store separately any Personal Information while the production Services 
environment is still active prior to termination.  
 
10. Legal Requirements 
 
10.1 Oracle may be required by law to provide access to Personal Information, such as to comply with a 
subpoena or other legal process, or to respond to government requests, including public and government 
authorities for national security and/or law enforcement purposes. 
 
10.2 Oracle will promptly inform You of requests to provide access to Personal Information, unless 
otherwise required by law. 
 
11. Definitions  
 
“Applicable Data Protection Law” means all data privacy or data protection laws or regulations globally 
that apply to the Processing of Personal Information under this Data Processing Agreement, which may 
include Applicable European Data Protection Law. 
 
“Applicable European Data Protection Law” means (i) the EU General Data Protection Regulation 
EU/2016/679, as supplemented by applicable EU Member State law and as incorporated into the EEA 
Agreement; (ii) the Swiss Federal Act of 19 June 1992 on Data Protection, as amended; and (iii) the UK 
Data Protection Act 2018.  
 
“Europe” means for the purposes of this Data Processing Agreement (i) the European Economic Area, 
consisting of the EU Member States, Iceland, Lichtenstein and Norway; (ii) Switzerland and (iii) the UK 
after it withdraws from the EU. 
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“Individual” shall have the same meaning as the term “data subject” or the equivalent term under 
Applicable Data Protection Law. 
 
“Process/Processing”, “Controller”, “Processor” and “Binding Corporate Rules” (or the equivalent 
terms) have the meaning set forth under Applicable Data Protection Law. 
 
“Oracle Affiliate(s)” means the subsidiar(y)(ies) of Oracle Corporation that may Process Personal 
Information as set forth in Section 4. 
 
“Oracle Intra-Company Data Transfer and Mandate Agreement” means the Oracle Intra-Company  
Data Transfer and Mandate Agreement for Customer Services Personal Information entered into between 
Oracle Corporation and the Oracle Affiliates. 
 
“Oracle Processor Code” means Oracle’s Privacy Code for Processing Personal Information of Customer 
Individuals referenced in the European DPA Addendum.  
 
“Oracle” means the Oracle Affiliate that has executed the Services Agreement. 
 
“Personal Information” shall have the same meaning as the term “personal data”, “personally identifiable 
information (PII)” or the equivalent term under Applicable Data Protection Law. 
 
“Personal Information Breach” means a breach of security leading to the misappropriation or accidental 
or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Information 
transmitted, stored or otherwise Processed on Oracle systems or the Services environment that 
compromises the security, confidentiality or integrity of such Personal Information. 
 
“Regulator” shall have the same meaning as the term “supervisory authority”, “data protection authority” 
or the equivalent term under Applicable Data Protection Law. 
 
“Services” or the equivalent terms “Service Offerings” or “services” means the Cloud, Advanced Customer 
Support, Consulting, or Global Technical Support services specified in the Services Agreement.  
 
“Services Agreement” means (i) the applicable order for the Services you have purchased from Oracle; 
(ii) the applicable master agreement referenced in the applicable order, and (iii) the Service Specifications. 
 
“Third Party Subprocessor” means a third party, other than an Oracle Affiliate, which Oracle subcontracts 
with and which may Process Personal Information as set forth in Section 4.  
 
“You” means the customer entity that has executed the Services Agreement. 
 
Other capitalized terms have the definitions provided for them in the Services Agreement. 
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Exhibit 1: European Data Processing Addendum  
for Oracle Services 
(“European DPA Addendum”) 

 
 

This European DPA Addendum supplements the Data Processing Agreement to include additional 
Processor terms applicable to the Processing of Personal Information subject to Applicable European Data 
Protection Law. 
 
Except as expressly stated otherwise in the Data Processing Agreement, the Services Agreement, this 
European DPA Addendum or the Oracle Processor Code, in the event of any conflict between these 
documents, the following order of precedence applies (in descending order): (i) the Oracle Processor Code; 
(ii) this European DPA Addendum; (iii) the body of the Data Processing Agreement; and (iv) the Services 
Agreement.  
 
1. Cross-Border Data Transfers – Oracle Processor Code   
 
1.1 The Oracle Processor Code (Binding Corporate Rules for Processors) applies to the Processing of 
Personal Information by Oracle on Your behalf in its role as a Processor as part of the provision of Services 
under the Services Agreement and this European DPA Addendum, where such Personal Information is: 
(i) subject to any data transfer restrictions under Applicable European Data Protection Law; and (ii) 
processed by Oracle or an Oracle Affiliate in a country outside Europe.   

1.2 The most current version of the Oracle Processor Code is available on 
https://www.oracle.com/a/ocom/docs/corporate/bcr-privacy-code-051719.pdf, and is incorporated by 
reference into the Services Agreement and this European DPA Addendum. Oracle has obtained EEA 
authorization for its Processor Code and will maintain such authorization for the duration of the Services 
Agreement. 

1.3 Transfers to Third Party Subprocessors shall be subject to security and data privacy requirements 
consistent with the Oracle Processor Code, the Data Processing Agreement and the Services Agreement.  

 
2. Description of Processing 
 
2.1 Duration of processing activities. Oracle may Process Personal Information during the term of the 
Services Agreement and to perform its obligations under Section 9 of the Data Processing Agreement, 
unless otherwise required by applicable law.  
 
2.2 Processing activities. Oracle may Process Personal Information as necessary to perform the Services, 
including where applicable for hosting and storage; backup and disaster recovery; service change 
management; issue resolution; applying new product or system versions, patches, updates and upgrades; 
monitoring and testing system use and performance; IT security purposes including incident management; 
maintenance and performance of technical support systems and IT infrastructure; and migration, 
implementation, configuration and performance testing.  
 
2.3 Categories of Personal Information. In order to perform the Services and depending on the Services 
You have ordered, Oracle may Process some or all of the following categories of Personal Information: 
personal contact information such as name, home address, home telephone or mobile number, fax 
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number, email address, and passwords; information concerning family, lifestyle and social circumstances 
including age, date of birth, marital status, number of children and name(s) of spouse and/or children; 
employment details including employer name, job title and function, employment history, salary and other 
benefits, job performance and other capabilities, education/qualification, identification numbers, and 
business contact details; financial details; goods and services provided; unique IDs collected from mobile 
devices, network carriers or data providers; IP addresses and online behavior and interest data. 
 
2.4 Categories of Data Subjects. Categories of Data Subjects whose Personal Information may be 
Processed in order to perform the Services may include, among others, Your representatives and end 
users, such as Your employees, job applicants, contractors, collaborators, partners, suppliers, customers 
and clients.  
 
2.5 Additional or more specific descriptions of Processing activities, categories of Personal Information and 
Data Subjects may be described in the Services Agreement.  
 
3. Your Instructions 
 
3.1 Your right to provide instructions to Oracle as specified in Section 2 of the Data Processing Agreement 
encompasses instructions regarding (i) data transfers as set forth in Section 1 of this European DPA 
Addendum; and  (ii) assistance with Data Subject requests to access, delete or erase, restrict, rectify, 
receive and transmit (data portability), block access to or object to Processing of specific Personal 
Information or sets of Personal Information as described in Section 3 of the Data Processing Agreement. 
 
3.2 To the extent required by the Applicable EEA Data Protection Law, Oracle will immediately inform You 
if, in its opinion, Your instruction infringes Applicable European Data Protection Law. You acknowledge 
and agree that Oracle is not responsible for performing legal research and/or for providing legal advice to 
You. 
 
4. Notice and Objection Right to New Oracle Affiliates and Third Party Subprocessors 
 
4.1 Subject to the terms and restrictions specified in this Section 4 of the European DPA Addendum and 
Section 4 of the Data Processing Agreement, You provide Oracle general written authorization to engage 
Oracle Affiliates and Third Party Subprocessors to assist in the performance of the Services.  
 
4.2 Oracle maintains lists of Oracle Affiliates and Third Party Subprocessors that may Process Personal 
Information. These lists are available via My Oracle Support, Document ID 2121811.1 (or other applicable 
primary support tool, user interface or contact provided for the Services, such as the NetSuite Support 
Portal or Your Oracle project manager). If You would like to receive notice of any intended changes to 
these lists of Oracle Affiliates and Third Party Subprocessors, You can (i) sign up per the instructions on 
My Oracle Support, Document ID 2288528.1; or (ii) Oracle will provide you notice of intended changes 
where a sign up mechanism is not available.  For ACS and Consulting Services, any additional Third Party 
Subprocessors that Oracle intends to use will be listed in Your order for ACS or Consulting Services, or in 
a subsequent “Oracle Subprocessor Notice”, which Oracle will send to you by e-mail as necessary. 
 
4.3 Within fourteen (14) calendar days of Oracle providing such notice to You under Section 4.2 above, 
You may object to the intended involvement of a Third Party Subprocessor or Oracle Affiliate in the 
performance of the Services, providing objective justifiable grounds related to the ability of such Third Party 
Subprocessor or Oracle Affiliate to adequately protect Personal Information in accordance with the Data 
Processing Agreement or Applicable European Data Protection Law in writing by submitting a “service 
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request” via (i) My Oracle Support (or other applicable primary support tool) or (ii) for ACS and Consulting 
Services, the project manager for the Services. You and Oracle will work together in good faith to find a 
mutually acceptable resolution to address such objection, including but not limited to reviewing additional 
documentation supporting the Third Party Subprocessor’s or Oracle Affiliate’s compliance with the Data 
Processing Agreement or Applicable European Data Protection Law, or delivering the Services without the 
involvement of such Third Party Subprocessor. To the extent You and Oracle do not reach a mutually 
acceptable resolution within a reasonable timeframe, You shall have the right to terminate the relevant 
Services (i) upon serving thirty (30) days prior notice; (ii) without liability to You or Oracle and (iii) without 
relieving You from Your payment obligations under the Services Agreement up to the date of termination. 
If the termination in accordance with this Section 4.3 only pertains to a portion of Services under an order, 
You will enter into an amendment or replacement order to reflect such partial termination. 
 
 
 
5. Information and Assistance  
 
5.1 For hosted Services, Your audit rights under Section 7 of the Data Processing Agreement include the 
right to conduct inspections of the applicable Services data center facility that hosts Personal Information.  
 
5.2 In addition, You may request that Oracle audit a Third Party Subprocessor or provide confirmation that 
such an audit has occurred (or, where available, obtain or assist You in obtaining a third-party audit report 
concerning the Third Party Subprocessor’s operations) to verify compliance with the Third Party 
Subprocessor’s obligations. You will also be entitled, upon written request, to receive copies of the relevant 
privacy and security terms of Oracle’s agreement with any Third Party Subprocessors and Oracle Affiliates 
that may Process Personal Information. 
 
5.3 Oracle provides You with information and assistance reasonable necessary for You to conduct Your 
data protection impact assessments or consult with Your Regulator(s), by granting You electronic access 
to a record of Processing activities and any available privacy & security functionality guides for the 
Services. This information is available via (i) My Oracle Support, Document ID 111.1 or other applicable 
primary support tool provided for the Services, such as the NetSuite Support Portal, or (ii) upon request, if 
such access to My Oracle Support (or other primary support tool) is not available to You. 

 

6. Data Protection Officer 
 
6.1 Oracle has appointed a Global Data Protection Officer and, in some European countries, a local Data 
Protection Officer. Further details on how to contact Oracle’s Global Data Protection Officer and, where 
applicable, the local Data Protection Officer, are available here.  
 
6.2 If You have appointed a Data Protection Officer, You may request Oracle to include the contact details 
of Your Data Protection Officer in the relevant Services order.  
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